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'PREFACE

Advances in microtechnologies have resulted in

electrical components with increased capabil ity, reduced
weight and size, low operating power requirements, and many
other advantages. Along with these advantages comes the
disadvantage of increased sensitivity of these electrical
components to the damaging effects of electrostatic
discharges (ESD). Some private companies have developed
comprehensive ESD control programs which effectively deal
with the ESD threat. In fact, these companies have enjoyed
a cost savings in the millions of dollars for their efforts.
Unfortunately, the Air Force has no such comprehensive ESE,
control program. This is attributable, in part, to a
failure of Air Force personnel to recognize the significance
of the ESD threat. This is particularly true of Senior Air
Force leadership. The purpose of this paper is to document,
in layman's terms, a case for a comprehensive ESE, control
program in the Air Force. The author wishes to thanl his

% advisor, Major Eugene F. Leach, who gave him a long leash
yet a firm hand for guidance. Also, a word of gratitude for
the many people who contributed to the contents of this

paper. Special thanks to Mr. Danial J. Burns, Rome Air
Development Center; Mr. Steven C. Gerkin, Aerospace Guidance
and Metrology Center; and Captain Jeffrey M. Cukr,
Headquarters, Air Force Logistics Command. Finally, but not
least, this paper is dedicated to my wife, Sabrina, ior her
loving encouragement and patience.
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EXECUTIVE SUMMARY A
Part of our College mission is distribution of the
students' problem solving products to DoD
s ponsors and other interested agencies to
enhance insight into contemporary, defensel: related issues. While the College has accepted this

product as meeting academic requirements for
graduation, the views and opinions expressed or
implied are solely those of the author and should

A.A
not be construed as carrying official sanction.

"insights into tomorrow"

REPORT NUMBER 87-.670

AUTHOR(S) CAPTAIN JAMES F. DIEHL, USAF

TITLE ELECTROSTATIC DISCHARGE

I. Furpose: To document, in layman's terms, a case for a
comprehensive electrostatic discharge (ESD) control program in
the Air Force.

II. Problem: The Air Force has no comprehensive ESD control
program which effectively deals with the threat of ESD and

prevents damage to sensitive electronic systems, subsystems, and
equipment.

III. Data: Advances in microtechnologies have resulted in

electrical components with increased capability, reduced weight
and size, low operating power requirements, and many other
advantages. Unfortunately, these advances in microtechnology
have resulted in electronics with increased sensitivity to ESD
voltages as low as 20 volts. This low threshold for damage is
significant since a technician can generate from 100 to 35,000
volts while performing maintenance. Now days, over 60 percent of

the microcircuits produced are ESD sensitive. Experiences of
private industry have proven that comprehensive ESD control

programs, using special packaging materials and handling
procedures, can significantly reduce the impact of ESD on
component reliability and life cycle costs. For example, the
Lockheed Missiles and Space Company enjoyed a cost saving in

vii
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__________NTINUED_
excess of $.6,00),(000 over a four year period from the
implementation of ESI controls. The Western Electric Company
realized a 2300% return on their investment following their
establishment of a comprehensive ESD control program. The Air
Force currently has no effective ESD control program. A
grass-roots effort to control ESD does exist within the Air
Force, but it is unorganized and ineffective. Further, the
weakness of this effort exists because there is no unity of
actions to standardize and enforce control procedures, and allow
for an exchange of information. The absence of a comprehensive
Air Force ESD control program is attributable, in part, to a
failure of Air Force personnel to recognize the significance of
the ESD problem. More importantly, Senior Air Force leadership
has yet to be advised of the cost and mission impact of the ESE,
problem. An analysis conducted by the Air Logistics Center in
San Antonio, Texas, has shown that annual support costs can be
reduced by 20-50 percent through the implementation of effective
ESD controls. In dollars and cents, a 20 percent reduction in
support costs represents a savings of $4.1 mill ion/year/Air
Logistics Center. The urgency of establishing effective ESI
controls within the Air Force only increases with the continued
acquisition of new systems, such as the B-1 bomber and
Peacekeeper missile, which are heavily laden with ESD sensitive
components. Based on the lessons learned in private industry,
the best way for the Air Force to combat ESD is to establish
centralized control of an Air Force wide ESD control progr m.

IV. Conclusions: Many Air Force electrical components are
sensitive to ESD. As the trend in microelectronics continues,
the number of ESD sensitive components will increase
significantly. The Air Force's failure to keep pace with changes
in technology and effectively deal with the ESD threat have
resulted in unnecessary costs in the millions of dollars and a
decrease in component reliability. If the Air Force is to
effectively combat the ESD threat, a comprehensive Air Force ESE,
control program must be developed and implemented.

V. Recommendations: The Air Force should establish an office of
primary responsibility for ESD control at the Air Staff level.
The establishment of such an office would serve to minimize the
impact of ESEI on component rel iabil ity, operational effectiveness
and life cycle costs by providing centralized control of an Air
Force wide problem. This office would be manned by experienced

viii
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~Chapter OneU.

~~I NTRO[DLCT I ON'

STATEMENT OF P'ROB:LEM

P-7ecent ad,oanczes in microteclnnoloci have r.evolutiorze,2 "

e 1ectr~~nr C r, dustr,:.". A computer, that. i n 15'_,53 took 400
tieet t,-, store I milli on char-acters has beer, repla,-ed b:. the

..--,ap. er ort todza:, 1,o-hIch- store the .same numbl-er o~f ct-arac ter Z r

-,-,rT,PJ ter ch p 1 4" square ( 28:3.) . Un +or t u n a t e I , these az,.,r-

, rrl I ,crc,2t e c hrn- i.g, h avej r-e sul t e d in l e c-trFo n i cs w.Jit h i n icrr E E r

s" -e r, s~t, t' tc, e I ,-tr o.st-a t ic d isc hargce ( ESD.,. W~ithin the r

% P-c.r ce r, -oMnpr ehenis i ve ESD control progr-am has- beer, devel ,;,p ed c
a,- .1re-_= h -e e, change s i n technol ogy and prevent d-amage_ to, ESE,
-er, = t ,.e ele ct ro n ic s.>-'s terr, s , s u bsxs t ermos., a nd e qu ip me nt,. Tin, = -
ti:: trrz, ut., b I e ,n par t, to a failure of Air. Forcze persornrel t,

re ,Q IZ e t he s Ignr, + Icarce of the ESD prolerni. Test pro,-edure-
.-_.:,, een devel op ed to identi+ 'Y ESD sensi tive components ard t e

p ~~~-_,,isiors f;or special packaging of sensitive components to-

pre-,,nt damragie b -- ESC) exposure. How~ever , par-t s must be prc,_ t ec t .-

t: e L,e ,-, r, d tr , e sJp pI . chare Ie . The A ir Force must make ar, h-one-st _

, r, der.,th asse-= ssment of the ESD threat in its operat ional ar,,'J

r -p -, ,r e r,, ir c, rim.?ent,. This assessment is needed to gauge the -- p

',t_" r4 r,. future ES[; conrtr-ol program. In 1983, a private ,compar,.

- l pr o ,-, e ar E SD i mp a ct s tu d > ( 32 : 1.), b ut i t t, a s r ejiec te d. T ,

. t , u ,Jnd irig I i m t at ion=_, a nd anr uri w~ i r, g n es.s t o i n itia t e
c" r j t ca I ir ntros~pect ior, have blocked progress towards contropI i r..

i.: E'-:-' 1. The P4 ir Forc e does not know the e xten t oft the problIem _rc

:"" r,er e +,-,r e ,wh-a t i needed to correc t i t ( 21 :- " More

'.- ,
. ..

r. rnp, or t ar, t I , Seri or A ir Force I e.ader, sh ip has ye t to be cor, v r,, -ed

o4 t he c os t and m iss ior, i rpac t of the ESD probl em.

;.-.'. rl,:,t e-,ery-,r, e ir, the -ir Force has beer, slow, to recognize the-

t- been a gras_=-roots e- +ort wi thin the Air- Force to. control ESC),

howvoe er , this"= effort has been unorganized and ineff~ective (333:--;

Ill-:o -- ; 37: - .-- ' Th e we akr, eo.s of t he gr ass-r oo ts eff ort:

s t- e ' e sa, c use t he re i s n o u n ity f+ e + +or t t o s tandcar d ize ar, d

€~~~~ .[e,' e ccritr,:,l procedures, and al low -for ar, exchange of
€~~ "M ar z rm t io r,. The Navy on the other hand, has dle.alt eff~ect 1 -1~

t. , it, E:-CD Ir, 4.-;,ct , tr, e twc, maj or De par tment cof Def+e ns e

pJbl icat cor, for the control of ESD were developed: by the Nz,..
P. :,r the 1- r For ce to have a n e++ec t i e ESD ,cor, trol progiramr,

. ser,, or Ai r Force managerrer, t must f irst become i nvol ved. Oive n J .

-. ' ,: eer , a W~est i rghouse El ectr ic Corporat ior, technical adzvi _cor ,--r.

,.

e D el~ zn c I C COrr, p,0n er, t rte Iia bi I i t m at te r s, hi t t he n ai I or, tr, e

'...t

ChaterOn

- ." ..-.--. -- " '.- - . - . .v . .".-- -.. . -- .-..- -. -... .-v .'.'- ,.--- . " "?. .



To achieve implementation of any ESD preventive
measures, management must be convinced. Complete and

thorough implementation requires that management be
educated to the fact that the static problem is real
and that corrective measures are cost-effective. A
half-hearted commitment will not accomplish much for
very long. The management level to be reached will

depend on the costs of recommended actions.

Since ESE, is an Air Force wide problem, the "management level to
be reached" is the Air Staff.

SIGNIFICANCE OF THE PROBLEM

As Chapter Five of this paper will show, the absence of a
comprehensive Air Force ESD control program represents a missed
opportunity to enhance the reliability and maintainability of the
Air Force's weapon systems, while at the same time enjoying a
cost savings in the millions of dollars. The impact of ESD on
mission effectiveness and life cycle cost will only increase as
the Air Force acquires new systems, such as the B-I bomber and
Feacekeeper missile which are heavily laden with ESD sensitive
components.

ASSUMPTIONS AND LIMITATIONS

The goal of this research project is to inform senior Air
Force leadership of the need for a comprehensive Air Force ESD
control program. Primarily, this paper will focus on the
problems of ESD within base-level maintenance organizations and
Air Logistics Centers (depots). Not directly addressed are the
many other Air Force organizations which handle electrical
components and also need to be involved in controlling ESD. Such
organizations include procurement, supply, and operations.
Further, it is recognized there are some Air Force organizations,
such as the Aerospace Guidance and Metrology Center (Air Force

ki Logistics Command), Newark Air Force Station, Ohio, and the Rome
Air Development Center (Air Force Systems Command), Griffiss Air
Force Base, New York, who already have effective ESD control
programs. However, the strength of these programs is
attributable to the expertise of their people; an expertise not
typically found in a depot or field maintenance organization.
Thus, the aim of this paper is to encourage the establishment of
effective ESD controls throughout the Air Force--to include the

- dS base and depot maintenance levels. An ESD control program of

this type would ensure technicians/supervisors assigned to such
places as a depot at Kelly AFB, Texas, an Avionics Squadron at

-.. Clark AFB, Philippines, or a Field Missile Maintenance Squadron,
Wat Minot AFB, North Dakota, fully understands what steps must be

accomplished to control ESD---and takes them!

-*%



OBJECTIVE

The purpose of this paper is to document, in layman's terms,
a case for the development of a comprehensive Air Force ESE,

control program. To start, Chapter Two will give the background

on ESDI and discuss types of ES[0 caused failures. Included will
be a review of why these failures often remain undetected.
Chapter Three will detail private industry's initial response to
the ESD threat and seven steps commonly taken to establish
effective ESDI controls. The fourth chapter will analyze the cost
of implementing ESD controls and Chapter Five will address ESE
controls in the Air Force. The sixth and final chapter will
contain findings and recommendations. A proposed Air Force ESE,
Control Program regulation will be placed in the appendices of

this paper.
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Chapter Two

ELECTROSTATIC DISCHARGE

* P BACKGROUND

ESD is similar to the shock received when touching a
grounded metal object after walking across a carpet or removing
clothes from a clothes dryer. It is generated by the rubbing or
separation of materials or even by flows of liquids, vapors, or
gases. Examples include: air through a nozzle, belts or fabric

moving over rollers, rubber tires rolling along a highway,
conveyor belts, paper running through printing presses, and tape
being pulled from rolls (28:1; 21:--). Once generated, the
static charge is stored on the nonconductive material and remains

until discharged; whether suddenly or slowly over a period of
time. In the case of someone walking across carpeting, the

discharge occurs when the individual touches a door knob. In
more technical terms, ESD is "a transfer of electrostatic charge
between bodies at different electrostatic potentials caused by
direct contact or induced by an electrostatic field (20:3)."

Advances in microelectronics have resulted in electrical
components with increased capability, reduced weight and size,
low operating power requirements, and many other advantages.
However, these advances have also caused an increase in the
number of ESD sensitive components (19:1). During the mid 1970s

less than 10 percent of the components in use were ESD sensitive;
by 1981 40 percent of the components in use were ESD sensitive.
Now days, over 60 percent of the microcircuits produced are ESD

sensitive (6:22). Furthermore, current microcircuit technologies
and designs have resulted in components sensitive to ESD voltages
as low as 20 volts (3:28).

In order to prevent ESD damage during production,
microcircuit manufactures have incorporated certain protective
designs. In the early 1970's these designs were effective to
about 1000 to 2000 volts. Today some protection to 5000-8000
volts is possible, but 3000 volts is a more common maximum. The

basic structures in many circuits are very difficult to protect
(21:--). Static generating materials are everywhere around
us--voltages in excess of 30,000 volts are possible

420:Table III). The ESD caused damage can occur at any time
during the life of the component--manufacturing, assembly,
labeling, packaging, shipping, or installation. Further, in
totally uncontrolled environments, worst case ESD can immobilize
virtually any and all electronic systems (21:--). Listed below

are some typical sources of static charges.

5
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- Electrostatic Voltages
10 - 20% 65 - 90Y%
rel ative relative

Source of static generation humidity humidity

Walking across carpet 35,000 1,500

Walking over vinyl floor 12,000 250
Worker at bench 6,000 100
Vinyl envelopes for work:: instructions 7 ,000 60C
Common poly bag picked up from bench 20,000 1,200
Work: chair padded with polyurethane 18 000 1,500

Table 1. Sources of Static Generation (20:Table III)

The following is a real world example of the ESD threat.
w 'Particular components from the guidance and control subsystem of

the Maverick AGM-65 Missile system were found to experience total
or partial failures following the removal and replacement of

* certain other components. ESD was the cause of damage. A survey
of the static charges at the work: station found charges on the
technician in the range of 200 to 60o volts, and 18,000 to 20,000
volts on two pieces of equipment used during maintenance (28:2).
These are significant voltages in the light of the low voltage
thresholds (20 volts) of some components. In fact, a 20,000 volt
ESD event can damage virtually any logic circuit (21:--)'
Controlling dangerous ESD voltages in the work environment is
complicated by the "voltage field" of all static generators.

Every charged object is surrounded by a voltage field, much
like a magnet is surrounded by a magnetic field. Thus, a

sensitive component doesn't even have to come in contact with a
charged object to be damaged. It can be damaged or acquire a
charge, which later discharges destructively, by just passing
through the objects electric field (1:3; 21:--).

.J.

FIGURE 1. Charged Field of a Technician (1:3)

6
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When ESD damage does occur it is not unusual for it to
remain unnoticed. This is because the voltages involved often
fall below the human threshold of awareness-which, depending on
who YOU ask, is between 3,500 - 4,000 volts (1:2 4:8). Thus,
the "spark" is never seen, heard, felt or otherwise noted by the
technician (21:--). Further, in most cases the human eye can't
see ESD damage, it takes a scanning electron microscope. The
pictures below graphically illustrate the problem of seeing ESD
damage on an integrated circuit (13:145).

AN

: 20X1OO

1 O0 000X____

SJ .

.1 ,164

FIGURE 2. ESD Damage in an Integrated Circuit (1:3-4)

The hole depicted above is only 6 microns (0.0002 in) in
size and can not been seen by the human eye. In other instances,
even with the aid of a scanning electron microscope, damage is

virtually invisible or hidden beneath metal electrodes. These

7
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require specil aI d n lepth +;k lure snal .sis procedures (21 :--),. It,
ei ther case, damage of th i_ si ze car, rot be i gnored now or , r the

future . The ne t oener :4t i or, e ec trcr, k: c p o r, er, t s ti1 11 cor, ta i n
m u I t i p e t r a r s i st o r n I r, a r e as t h - iz of mi c r o r, i34:--;. The
l % c o fmt, u I t i p l e t rao r wou l d z-. i c n i + i c a r, t i mp ac t the
operoations o most in. elec.trica omponnt

Use o f c c a nn i r, -1 ee c t r c n m i r o s co p e s h S r eel ed that

exposure of some components to ESD ma, ori r esu I t i n a weakening
of the component. Regretful 1>, the weaker, ma rx go undetected

because the damage is not -uff icient to cause total failure or.

abnormal indications during bench check1. Thu=, the component may
be pl aced into operation onl to fa I at a later and possibly

cri tical date. These kinds of occurrences are cal led latent
fa lures wh i ch w il l be dis cussed in the next section

% TYPES OF FPILUI'E'E:

There are two t-,,pes of fa 1 lures caused b. E'C--upset and

catastrophic. Upset fai lures are intermittent malfunctions- :.soft

fai lures) of electror, ics c ,used b,> an ESD spark. The spark

results in noise or errolnecus si onal s i~h ich rma , be pi cked up b:,
the equipment Ec rcu i tr y. Th i s may r esu it 1 in a I ,ss of
i n format i on cr terp or ar > di st or t i on o+ the c omp or, er, t s ou t pu t
Proper operatior, resume after the ES', e,,ent , L.,i th no resul tant
h a r dw a r e d ama g e . In a worst case =cer r ic rl, i, I k i n g d igi t a,
equ i pment, such a s ar, a rcraft fi re -or, trl 1 cor, puter (34:--, , ar,

E'-[, e ent ma. loick-up a c rcui t cr whc e =-_- tem. Cip er at IoDns ,.,s,, 1 1

not resume unt i 1 re-en tr of i r, ,-Irmat i on or poi.ier inci down adr,,-
- re-sequencing the equipmen t 3:26; 2:--' LIrr tur, atel , these

"bl ips on the screen", sYster, crashes, or tempor .an lapses r

operat i on are of t e n h urm or ou s ;- p e d -off a 5 " gr err, I i r, s " .d , ne- e r
reported. I f proper reporting does occur, the ES[ event ma,

s ti l l remain unreported. Thi is be,Ause the maintenance

technician can not dupl icate the a lure or the equipment pssel=

bench check and is placed back ir, service ,4:--',

Unl ike upset failures, which occur wher the equ ipment i
operating, catastrophic failures 'haIrd fai lures) car, occur ar,

Itime; including maintenance, checkout and operational use.

e-.z. Further, catastrophic failures ma;.. result ir, rotice ble

. degradation or total tai lure of the component. These tpes r_

fai lures can be caused by an electr ,cal discharge trom a I.er =:,r

t, Cor an object, passage through 1 "charged fi ed", or a h ig
vol tage spark discharge. B far , the I argest por t c,:,n c.

catastrophic ESD fai lures are immediate, howe,,er , some

catastr ophi c fai lures don' t occur immed i atel ol 1 ow i n e , jr e

to ESD and, instead, become latent fai lures '20:12; 21:--'.

Latent ESD failures have beer, defined as a
time-dependent malfunc:tior, that occurs under use condi t i ors a s a
result of earl ier exposure to electrosttic discharge that d

4
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riot resul t i n ar mmed ate detec tabl e pr obl err, ':4."
Further, a c or di rig to George P. E:erbe.:c 2: , F .re den t ot
Char leIwater Products, Irc , ra Frnuf+ c turer ct ES'., protec t I e
products the def r,i t on of a 1 ater t 3 111r e . . . 5 u e t tht

an IC t. integr.ted c jru t ' car be s u bjecte d t m, re-peated expc.oure

to s tat i c charcies ess tha Btn -ol cauEe a ,rect + lur. b ut

that these charge= are curu at -yc i etect." T rese ltent

a i ur es ma,. . occur three di f+erer t . s 1 :41 :

c on-, p Ar, e r, t r e m a i r, s i, i t h i r, e + ,: t :, r. z : + t e r EE{

exposure but 1 ater , ,h I e i n u e , d e r iie E to ar,
out -o -- p e ci + i c t i on co n d i t i on

- A component r ea ais r, s wi t h i rsp, ec i ia t , s a + t e r

exposure to ESD, but degrades +a ic ei to! ,.uae

a d i sc r ep anc a at a, h igh er asseri I eeI

- A cnmpoe, ner t +a i I S to , met spec c at or..a bec au c.

E-D exposure and rem isr, indetected at the h, i q r

-assembi . level un t i f ,Jr her .Jeqr e t r _ : : f'

t I me.

A; M r . Be rbe co s.ugge s ts lakt ent t +ai r es ma resul +tcT

.. repeated er(po-ure to E$[,. Howe.,er , th-e eent,' total e rre t t
an ESDC we.k eaned om porent rpiac n ot occur uri i 1 the cc ,moren t s,
s ulbjec ted toc, stress . Th i s st ressz rr a be i r, tre r ,+rrr, ot d .e
temper a t ur e r a n ge s, c h anica hc , o r hq c h , - o r c e s
For an ai rc,:raft in om b at, t h i p t ,, p c + + a u r e r- .D u I d p r i e

* fa.tal.,

Combatin, I aten t E$D aI1 u r es i s d i i c l t :becaus e o1 j the

urcer t aint, o+ hen the dramage actual 1 . ,cc,,,:ur d- --- dur ir,-:
ran u,factur i n , a=semb 1 ., shipment, nst 1 i t i c r, etc . Furt her
the concept c ar electr i- c -,l p orer t 3 , en r r, .g ust I Ike a
humarn mus.: I e, and l ater + a 1i i r , I d i + i cul t +Ir =aore pe pl e to
gr sp.

In pr ate dr,ua str , the ei stae ce , + iter, t +ailures harks
beer, a subje:t of some debate. In a paper enti tled Latent E -L
F ai lures , 1 0:41-46 -, presented tc, the I IT Il 1 r, o i n Irt i ute f ct
Technololg. ' Research Insti tute spon szo red I''- EI ectrical

e uzr tre s F Electr,static Dschar,-Ie S,£4 ,ps, ,um, th-e e i .tence :+

latent fa, Ilures was quest i oned. The paper a au thCr s anal ze the

*r e s u 1 t s s tit stud ie s iuin de d b' H4 CE S HE Be a6stms
.rommarnd and tJSi Hat i ona eronau, t i c s and -pace

Ad4 ,i r, st r at , , Thee c onc I uded "Late E a i I lur ez are a
r e a t ' - I The a 1 so der ti#ied the o1 rg l z a-pec-t s o
ataert #a, lurea :O':4Ei

- Tere z, r,c r,,r A a, tO c -reer * t pc rert a I tertt

ES'S ii i i r e P p r -D r ti s h i p ri e rnt.

.- ,- -
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-" - The end user is particularly vulnerable because of
the many tiers of handling from manufacturing to
instal lation.

- Failure analysis is not likely to identify latent
f a i lures.
%" p.

- Sometimes a cumulative degradation occurs at low
threshold= of static exposure.

Clearly, latent failures are a sinister aspect of ESE,
because they can remain undetected and undetectable for long
periods of time. Further, these latent failures may occur at the
least desirable times---such as an aircraft flying with zero
visibility attempting an instrument landing. Despite what is
nown about ESE', the latent ESE caused failures remain relatively
mysterious. In general, both theoretical and experimental

N, studies of potential latent ESE damage mechanisms have not been
'A" done. There is reason to suspect that ESE1 may cause accelerated

aging due to these mechanisms (21 :--)

WHY FAILURES ARE NOT RECOGNIZED

One of the biggest stumbling bioc s to building a
comprehensive Air Force ESE control program is the tendency of
people to doubt the magnitude or existence of the ESD problem
(8:189). One reason for this is that most ESD damage remains
undetected. A Department of Defense handbook (DIOD-HDB-263 on
ESD identifies several reasons why ESE failures are generally not
recognized (20:ii i.

- Some organizations are accepting high failure rates .A
or even low failure rates (much less than 107)
(21:--) as normal. Replacement parts are procured
rather than identifying and solving the ESE problem.

Failures are often miscategorized as random,

un .nown, infant mortality, manufacturing defect, or
a variety of other categories. This
miscategorization is due to improper or no failure
anal ysis.

- Few facilities have the equipment, such as scanning
electron microscopes, or experience with internal
circuit failure analysis procedures (21:--) to
identify ESD caused failures.

- Failures don't always occur immediately, but may
result in latent defects.

- Analysis of ESE failures are incorrectly blamed on
electrical overstresses due to transients other than
static electricity.

1 P



i.;nother reason ESD failures are not generall:. recognized,
di..'r di nq to Captairi Jeffre> M. Cukr (34:--), Electronics an d

Computer Branch, HO Air Force Logistics Command, is that:

Ir, the pest. because of the di fficul t>. ir, performing
t.glure anal.sis for ESD (special equipment, e/pen-e,-e

des tructive anal s is, etc ) the " proof" of the ES[:,
problem has beer, a "back-door" or inductive approach.
The benef i ts of .an ESD control program were usual 1y
shown bx implementing ESD controls in a test
environment. The effects of the ESD controls were
measur-ed b., compar ng the average number of man-hours
or components used to repair a piece of equipment,
production rates, etc., before and after implementing
the control s.

In other '.. or d S, i t i s. bet ter to sel ect el ectr i cal components. for
E'S-.[ sensitivit./ testing based on fai lure rates, rather than a
r andom select io r, of components for testing. Such a change in
approach would better identify the problems caused by ESD, thus
e nhancirg aLwren ess of ESD.

Technolog>'s continued trend towards miniaturization of
electric-al components appears to be accepting ES , sensitivity ks.
an acceptable cost of improved performance and increased
c, omp e.. i t.. th i s di c tates the establ i shmen t of stronq ESD con trol
pr oirams. The next chapter will look at private industry s
experiences implementing ESD controls. Specifically, two areas
w,,ill be addressed: (1) private industry's early attempts at
establis.hing ESD controls and (2) seven steps towards
implementation of an effective ESD control program.

II'
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Chapter Three,

ESE) IN PRIVATE INDUISTP"(f

C.

BACKGROUND,-

Static ele ctricit>" has been a problem Jor. Mrr, a , , ears,.

however, not until the early 1970-E did the problem of ESD l

r

receive the attention it deserved. Interes-t continued to grc,w
throughout the 70's as the number of microcir,-ui ts used., and
subsequent ESD caused fai lures increased. Despi te growirng
interest, by the late 70's man/i companies still h),:d not
implemented any ESE) controls. A spe.aker at the I1975' EO,-i.ES,
SCmposium reported (3:28)h:

Today, ESED ,ontros are not widely implemeed for
electronics. Comprehensive ESD control pro gram eas
requirements generally have not been co bl tractual f E
specified and relatively few contractors have takeor
the initiative to implement ESf control programs
internally and impose effective ESD co rtrol
requirements on their subcontractors.

Early attempts to implement ESD controls where hampered or a
variety of reasons. rovided be low are our of the more
signifcicant reasons

First, a major i reason for the lack of ESD controls wa the

total lack of understand-ing o; ESD by those responsible for ,implererting ESd coimose Tiv S cnto at all levels at

which ESD controls were needed--program management, procurement,
engineering, manufacturing, packaging, storage, fielm
maintenance, and quality control. Poor training contributed to
this lack of understanding and resulted in a number of fale
assumptions as to how ESD control programs should be implemented

(3:28). A good illustration of a failure to understand ESE is
the supervisor who installs conductive floors to provide a medium
for bleeding charges off technicians, but fails to require the
technicians to wear conductive footwear, thus negating the ESD

control characteristics of the conductive floor (13:145-148).

The second reason for the slow implementation of ESD
controls was the lack of hard evidence proving ESD's negative

effects. Many failures were too small to see with the

state-of-the-art microscopes and use of a scanning electron
microscope was considered too expensive (13:145.,. When obvious

13
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damage could be seen, the cause of failure was either
miscategorized or not categorized at all. The miscategorizations
included power transients and testing errors (3:28).

The third reason for the slow implementation of ESE, controls

was limited awareness of the problem, directly attributable to
the lack of basic technical data on the subject. A variety of
ESD articles had been publ ished, but it was not practical for
individuals tasked with controlling ESD to gather these
miscellaneous articles. There also remained many controversial
issues for which few articles had been written and more research
was required. Further, since ESD was not taught in college
courses, few text books on ESE had been publ ished (3:28).

The fourth reason for slow implementation of ESD controls
was a lack of a technical forum for the exchange of ESD

experiences to include successes and failures. This problem was
remedied by conducting a static awareness seminar, initially
sponsored by the TIT Research Institute and the Reliability
Analysis Center (Rome Air Development Center) , which later
evolved into an international symposium on ESD. However, as

reported by Danial J. Burns (21:--) of the Microelectronics
Reliability Division, Rome Air Development Center, there was a
reluctance to openly discuss certain issues during the early ESD
symposiums because:

... it takes a measure of humility and leadership to
"air the dirty laundry" of an ESD problem diagnosed

and cured (perhaps at great cost) in a symposium
setting. Eventually, many followed suit after
initial expositions by calculator companies and
defense contractors.

Despite a growing awareness of the four Just mentioned
problems, implementation of ESE controls continues to be

difficult. Today, many companies continue to wrestle with tne
problem of how best to implement ESD controls. Fortunately,

several companies have been very successful. A review of case
studies and literature concerning these successes has revealed
certain axioms about the implementation of ESD controls. The

next section will discuss these axioms.

IMFLEMENTATION OF ESD CONTROLS

Implementation of ESD controls is often based on a var-tv

of issues including the level of maintenance, work environment,
dollar cost, and ESE, sensitivity of equipment. Despite these
many variables, there exist seven axioms about how best to
implement effective ESD controls. These axioms are discussed
below.

14



Identification cf ESD Sensi t 've c, mrionenrt=

Ar effe:t i e E'=: , con trcl pr -r am carn not be r mp erer, ten,
'.,i thout fi st i dent i tin thos-e compcerts ,hic, are Eli[
sens it I y.,e. Kn oiui ng vi h i c p r e ts. are .en , t ,e, tc- r-I .e

the mi imur .ol tace at i..Jh i h the. are seri tie, o] c ziME tcr the
e E t a.bt, 1 i i h m e r t f p p r p r i ate h _ n d I r, g pc i r,, t r ai n r , rl

, program mon i tor i nQ r equirement- t .. :31 , Ir,ce ccmrrcp r. r,t. r .

i den t t -F i ed a s e n s i t i e , t h e n t e hr ,i c a t ;41 rd :I ,.or-,
i nstruc t i on.s can be updated to i r, I ' Ie rinP-.r E' precr o,_
Updat i ng of ma i ntenance procedures i s rc t te h ri Leref t
ident i i c a t n o-f ESC, sens1 t n s 'e c Dmp. zne rit.

Ident i fic at ion a ls.,o er,ableS m ar I , b I bel r,, : nd pec a;. r;

of ESD sens i t i ve ,corr, ponen t . L abe I r, i - pger r r 1 to r, C Cr
to ESD prec au t i osr, dur I n ma I n ter, anc e ar - h arl rg . Po .e arp M e
stock room per sonnel are al erted n - It to -ope, pcke , t. £ 3z E 2.-I

s sensi t ive compoi nent. and ma.i rte aer, per orreel kpecr's., to, cper, the-e
p .=k ka.q a e s o n i n s p ec i a 1 E S D p r ot c t ed a r e - 3 1

E3 D Fro.:, t e c- t e d " r e ;.

.nr- -f the fund;.mer, tal o aI t iPl er e r, t i n, E,3: ' C, trol, c n t rLI
e s t ab I sh ES pr otec ted area..s i r, t.h i h ES C.,r t i -opoen., or, Pr,.

c cAn be h-and::led -u t =- de their protec t i ke p P ,ck. rc I. th M i ri I l
e.posu re toc- ES[, Th i s ES free eni ronm en t i mn,:3e p c b l
through two bas c appro-.ches: c I I I t I s arld proc,edur es
12 :12 3.,

T h e cf." it ?s a. p p r o ac h i r o I e c - r, t r c1 I i nc ,1 hu , i t . , I

terri e r a t u r e i n te , or k ar a. The op t i murr, p r o t e : t i or, appear t
e around 50 percert hurm i di t-, -h i :h r educes the c - of -s ta

charcje s in the area, w..hi )e avo idi n corrosioDn in rmi li e-
Pr :--bl ems. The ad'..a-ntage o.f th i a pp r ,,ac, i fr eedcrr, fr :,rr the

u r d e n of E S D o n t r o 1 s f or the techr i c i an .n i s a ',, a n ta g e cf th e
f. ci 1 It es p p r, a c h i s t he cis t - i rteii il , - ,, r, t r l I I e ,
envi ronrent 12:123; 14:22.. How,,iever, t tre "ero pace Iu i d-r, ce
An d Me t r o 1 oq. Cen t e r the use o+ ror ai r i o.,n i z a t i i, s b, e ' n Q
studi ed as a I e--ss expensive a l tern.t i ve to-, hu ,rr, ,d i t. :ontrcoI

;--. . nther di sadvantage cf t he .a i ti e pprcch o *

restr icted app1 i ,zat c ion tco a r-s ,here the er'' i ro-,rn en t ar, be
con trol l ed, su,ch as I b D ora t-,r ic-S ard c ) a r rocis rncontr. l I en
en viron nm en t s 1 ie a fi ,ihtl ine rr, ust d epend r or tre "pr::edures"
aipproach fa trc nrcl I r,,_ ES,

4%
The pr ce:jure s -a pproac ch i n'uo l s a set c r u 1 es ar,,-i

p rocedur es which must be fol loied to prot t E' -er,_i t ifc
orr, porD, e r, ts k I- I ' T h-r , 1ld hcopnrt 1.:1 .-- :' . These rule; inc.ludle the tci, ct..,nc,4:

1. 411 c orn duc t su , a r f tru tie in th pr c z i e te
area are gr ounded. Lo r kr in r S th e a r ar elso
grounded thr ough the u s e f cor, du, t i e '-r i t and

rlshoe, bc c :ttraps, c c ' d 1 c ,-,or e.nd becr,h top rr t z,
ard stools i th conductive seat c-er end m ete $. :r

w heels '14:23.

A -
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;e v . aeo ,. ,-, I s .t at ,, n9 e r r , - .u c i. -z r, ,l -,.a M

p. . p:, ::e P r r : r, ,:,,r, ,d u ,- t i ,, t- . an,- p,._ t 1 .--- r z d ,:ewr t _:,i r
t peP c . , ,-I th i ri , 14:2,_- ', . I

: 1! EL,' p rc.,fecte,- are__ a .ar e -,, i der, ei d t hrou,- h- tr,
, : ,J~~l s e , k*... a. r r, i r, Q .5 1 n s ( , -5

A c cte s to protected reem3. s i.,lj i I r-,e rse tr i_-t ed tc t hose

pe ,p I .. chcr, h ve been tr 3.1 ned =r,:i.re proper I er t i r J

or ctre cotr ed ar, d p r evert2ed r'o. ,:orr, i n4 i r,4,,,. t
. kl.l I th se r t ive cm pr, e r t4 ed:thr[u':h:the

..

" r e.Bk L. i. tt h h 1 74h I :r e ri= t i 'e ,M rT:,o rt n -P€o r , -, ' qe

.4., , .1..
,d4' t, ira t prec .u t re a s o nd ,:t i ve es oti r, tc' ,: r, t u.:, e

E t a t I C ,: r I t or i n , , Bk r) d:: P o. + c, :h .r, i o n i z e r , 4: '2 ,
' Ipl e o e bc, t h pe n = s t i re a. r, n e 1 t i e i oi , r, tc

t h e .k I r , t hu s . r, e u~ t r a k I i z i n : E '-=, C ,: h _. r :4e s_ I r, t h e i rrr e :J ; _ te

1,p emeor, at esr, t-,e pr o-eduree d ptrcr c mi r i contct

b e,_ u s.e D -f h e m r, ,. pe Dp I e - -rm ,,ji_+,- turer h pI' p. :,:e r t te chr, c ,:i r
,er t or hi sensitiv copp r trn t :. t, , -. ie t hP ,:,rrpc' ts e n t

e ', : 2 ,. H e , r , th i s ap p ra_-, -h S, r, c, r P -co monm c, r? rmpI ,,;.e d

c a, u-on , t r, kzot r e s tr i c t ed t, , t he ,n t rc, I Ie ,:i - r ,., l ,rnM e rit 0:# -
a : aIII- t or." I t ma.- b e u-sePd i r, s u ch d i ,er =Pe ar . _ = .h ipp inci

d, k. re,-I ;s h t h icr h e No rt r it te m.prn ach se lec ted

-- f .- a i d i t i Sor pr oedur es-t -cr: on d u tve luom i r, acnt or ri

pr;-entat E iSD prcn tected ar e n a eer t ne In'i zre 1 .jtP
.Oner : t, the mirr ze the ibo p-ac t o s the hnma n actor i on t nrou
t e -, - t lei i=_-mer, t s neurta ln srcnut orEE to nl t,:,, ,her h,.dl ir,

"'4.: E w rp o r k r ea ,: K.: 20:4:1'•

Ec-e C, H o ep d n r, se

2 D". u r i r o -eer I .E S.." E p r., *-. ..i p cs r , m n e e m r ed I
bec a e t at itrr, pt r etr h-, r,,d I r,,c atrid t he c, r c e d_ rn enj-u u
1 Sboratorm . It may e u se in e u7 de rl res;. 1 1 t t hi p. m

d oc ks or k an 1 I P Ih t c i n . cle pr tu t ,_r, t i rr t, h a pdr I t ie
-4 fPc no, .zrnd uis e Ttics od dpreeurs t--s s proon err, th e aciep:,-r torr, e n , ,

peer,=.e pb i she cr, ESD protect ior, hareasboo. M ne r b h1 ,- eet I I nec

y'' ,e r, e ra. ) g u id e I rne= F , +cor. handcl 1 1r,,_ ES;[ '  i t er,= LI i-t e d b e I f,.., . e m-.,r

-... ".,,+ thosre guid"el rie-s :20: 45-51 ):

Fe 'A o t eoae i r, n S i e tE, impac, to he umn 4r, t or =_-,,uli *hrbue
th e t a. i rmed t estlc' an p :ert : ens r t a ne d phersor, ae m

riot h an ,dlIe E SD s erns i v e ,: or, p c, r, er, t. s ,ut i ,-de t he ir I
... r 0rot e Ct i v e p ac ka ce.-s

h', com po Ce., s-er, s t ,e comp, eri - are ,an,2 , outs ide t he i r

pr, r c, tec t ve pack aQ i n,p, s hunt i n, dek,, ce s h,-,u) d be u d t,-
p"lr ee a per, t tiou, h r n E SD er,=F t i , e pra'r t's- r e e-,:tr i c . r ±r, s

Hc .dS UF he O C ,D r, t 'ar, er too E-t e2q, ipmrirt a ,1

p ac r e i- n * ad n EuS. . arss t et i e r em, t re .r c, pier t

-: Cer e-, r,de p i s ed a f - 1 s hc d n'd o h h e, i ,n-
-I A..e -u i.oni.. ieae

ts d n MM
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1 ooli with insulated handles should be treated and
re-treated periodicall with a topical antistat.

4. Wor instructions, test procedures, drawings and s 1 i 1 ar-
documents used in ESE, protected areas should not be

covered in common plastic sheeting or containers.

% Personnel hardl ing ESE, sensitive components should avoio

physical activities which are static generatinc in the

vicinity o ESE: sensitive components. Ihese activities

include wiping ieet and removing or- putting on smocs E.

- . Personnel handl ing ESLI sensitive components should we-

ESE, pri tective cl othin.g. Such cl othing will be
monitoced reriodica I Iy with static meters. Common
synthetic clothing can be a static hazard and wor
habits must be de'.eloped to prevent its contact with EESZ
sensiti'e components.

7. Periodic continuity and resistance checks of connectiors

to ground (i.e. wrist straps and floor mats) should be
performed to assure compl iance with grounding resistance

requirements.

". Prior to opening an ESE' protective package, neutral ize
the charges on the outside o+ the pack age by placing it
Lin an ESL grounded wor[ bench.

. When ESD sensitive components are manually cleaned witr

brushes, only brushes with natural bristles should be
used and ionized air should be directed ovFrr th,"
cleaning area to dis-_ k any static charges.

The jet a i 1 cid e 'tent of ESE: hand i ng procedures is

"ependert Oh such factors as Ez5D sersitivity of the components,
q,, itv of the ESE, protected areas, training of personnel , ann
the t pes of ESE, protective materials and equipment available

3:2. Ideal I y, ESD handl ing procedures should be made as fool
proof as possible. For example, the problem of forgetting to use
ground floor mats at ESD work stations can be avoided by the
installation of conductive floor tiles (23:---).

Though these special handl ing procedures may seem I ike more
wor than they are worth--they're not. As will be shown in the

,,e t chapter, the implementation of ESEI handl ing procedures may
contribute as much as a 23(0 percent return on investment.

However, the effectiveness of ESE, handling procedures is

deoendent on the training of personnel to use them.

ESEL T-ain ina

ESE, training should be provided to anyone who specifies,
procures, designs, or handles ESD sensitive components, including

the supervisors of these people. The best handl ing procedures

04
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and most extensive ESD protected area will not provide the neededprctection if people don't understand their use. At a mirn, i1MuM,

ESD training should include theory., identification of ESE)
sensi t i,.e components, handl ing procedures, grounding safe tv
precautions, and the need for, use of, and types of ESC
protective packaging (20:60).

A critical aspect of ESD training is it must go beyond the
training of the technician. ESD training must be a total
a.areness training which targets anyone who might come in contact
with an ESD sensitive component. This includes individuals who

S,transport and deliver ESD sensitive components. Management

S', personnel must also be trained in order to implement and suppo, t
an effective ESD control program. Further, anyone who enters an
ESD controlled area--janitors, secretaries, or visiting
personnel--must know about ESD to avoid compromising ESD controls

(14:21). Given an untrained person does come in contact with an
ESE) sensitive component, damage might still be avoided if the
component is properly packaged.

ESD Protective PackaQinQ

For an ESC control program to be totally effective,
sensitive components must be properly packaged in material
specially designed for ESD protection. Proper packaging can
prevent damage caused by triboelectric generation (generation of
static within the packaging by sliding, vibration, or other
mechanical motions), direct discharge from a charged object or
person, or passage through electrostatic fields generated b.. a
variety of items to include conveyors and motorized carts. Such
problems have occurred in the past where a component, tested and

certified prior to shipment, fails to operate when installed. As
previously mentioned, the identification of an ESE) sensitive
components is also important. Even if the component is properly
packaged, if the package is not properly identified as containing

an ESD sensitive component, the component may be damaged during
opening because the technician didn't know to take the necessar>
ESD precautions (3:33). Ultimately, the effectiveness of an-

special packaging and handling procedures is dependent on the
enforcement of those procedures.

ESD Control Prooram Monitorinq

A strong Dual ity Assurance (GA) program is essential to ar,
effective ESD control program. A QA program would certify EECD
protected areas prior to use, verify conformance to the static

generation limits dictated by the most sensitive components being
handled, and perform periodic audits to assure their continued
compl iance. The ESD control program monitoring should not start
when the sensitive component is received by the user. In
actual i ty, the control program monitoring should begin when a
sensitive component is in design. While in design,
considerations can be given to: selection and identification of 
ESD sensitive items, analysis of protective circuitry, and the

1%



ESE, marking of documentation and hardware (3:32). Once the
component is out of design and ready for production, then an ESEL
control program review should be conducted.

ESE, control program reviews verify the effectiveness o+ the
contractor's ESE, protected areas, compl iance with ESE, contrcl(-%
requirements, ESE precautionary procedures, training, and the
pac aging and labeling of ESE, sensitive items for del iery
-,3:34). The degree by which the contractor s operations must
compl, with ESD control procedures is dependent on the design o+
the component in question.

ESE, Design Requirements

Some designs can minimize the susceptibil ity of components .%4

to the effects of ESD and reduce the number of ESD caused
failures. The reduced ESD sensitivity is achieved through the U
use of protective circuits. Unfortunately, these protective

*; circuits don't eliminate ESD caused failures entirely. This is
attributable, in part, to the protective circuits own
construction of moderately or marginally ESD sensitive parts. *

Once damaged by ESD, the performance of the protective circuit is
degraded, thus making the protected component even more
susc ep ti1bl1e t o ESE, d amage . A significant problem with
designed protection is the effect on the performance of the

protected component (3:31-32; 2?0:57-58). One speaker at the 197'9
EOS/ESD Symposium acknowledged that (8:191):

ESE protective circuitry is often a tradeoff between
voltage protection levels afforded and equipment
performance. Many protective circuitry techniques

affect the speed of the device or circuit which may
be critical to performance.

Thus, there are designs which can reduce the susceptibil itv of

some components to ESD, but the designs don't provide complete
protection and they may adversely effect performance. Also,

there is the cost consideration of a more complex design.

The costs of implementing an effective ESE, control program
are not limited to just specially designed components. There are
many other costs to be considered. In fact, the many costs o-
implementation may dictate whether implementation will ever tare

place, and if it does, the degree of implementation. The ne:t
chapter will address this issue by discussing the experience o4
the Lockheed Missile and Space Company and their four year
analysis of the cost of implementing ESD controls.

19

Lam e



a I"

Chapter Four

-a-

COE;T/BENEFIT ANALYSI S OF ESD CONTROLS

A COST OF ESO

Many managemn-t decisions are based on) a cost/bene-fi t
aralysis--the decision to implement ESD should be treated ro
diff+erentlY. In the Air Force, a cost/benefi t ania. sis whichU

~~ includes the lose of life or aircraft might make a convincing
A argumen t for stronger ESO con trol s. However *the abserce 0+ -Rn

hard evidence makes such an argument purely- hypothetical. Wh at a
Qood cost/-benef+it analysis needs is hard evidence. Melv.in H.
Downing, of the Lockheed Missiles and Space Company, (LMSC),
reported such ha:rd evidence in his presentation to the 1983
EOS.ESD Symposium.

According to Mr.. Downing (5:6 ), LMSC reviewved all1 electrical
overa tress failures which occurred over a -four, year period. F4 -
the significance of the ESE) problem began to surface and the
costs of failures became known, "...it was real ized that LMSC wasa
f .cing -failure costs approaching two mill ion dollars= per year..
If additional ESD controls and procedures were not implemented,
continuing operating costs would become prohibitive.' So the'y

0

impl1emen ted ESD controls and for the next four ,eari-s analyzed the
cost/beniefits cf4 their dec isi on.

DI-

Their four year study looked at three t-,pes of costs.
First, the cost of implementing ESD controls; this included the

%'a

cost of specialized equipment/materials (conducti,.4e flooring, a

4 g~~vr ist straps, ionized air blowers, etc .) , iit ial train i ng, anid
ESD audit procedures. The second consideration was the cost of
operating ESO controls. These costs. included replacement of +

V specialized equipment/materials, continued training and the
residuals of ESD failures (after implementation of-. ESO controls).
Their final cost consideration was the actual costs of ESD
fai lures. This included unexpected costs such as the man-hours
e ,.pended in corrective actions, paper work/reports, failure
analysis, repair actions, and the cost of the failed items. I t's

V iteresting to note that LMSC determined their average ESEJ
# i lure cost in 1979 was $4,500 per failure 159-10).

4.Their findings were astonishing!. In just one year the,.
reduced the number of ESD caused failures, on one production 1 in
alhee, f drom e4 to 14. Only four failures were reported the
ourth yea r (5:6) . Their company wide cost savins" . . exceeded

h11 expectations.. ." and numbered in the millions of dollars
'5:1'

o .,etrstre * . s fac "'ure whc oc ur e over.-j% gfour .ea%,perio. *.

tnSh

%ot ffilrsbcm nw,". twsra zdta MC v~
fa~~~~~~~cir,~~~~~~~ % %al r o t p r a h n wm l i n ,o l r- e.y a.
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-- Four-Year ESD Avoidance Cost Savings
1st Year Savings $1,615,C)0))
2nd Year Savings $1 ,775,00C)
3rd Year Savings $1,79CC-)0
4th Year Savings $I 8C 0(')()()

Tabl e 2. LMSC Four Year Cost Table (5:Table 6)

The above figures reflect what ESD controls can save a
manufacturer. The question remaining is, what can ESD controls
save the user.. .such as the Air Force? The answer is that ESD
controls can save more for the user than for the manufacturer.

A presentation to the 1980 EOS/ESD Symposium reported that a
study of companies experienced with ESD revealed that the

".cost of an ESEI failure in field use is nearly 20 times the
cost of detecting the failure in the receiving room (2:4)."

100I
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80 '1

70

60

Relative 50
Cost of
Repair 40

30

20
10

10
Receiving Subsystem System Final Field

Assembly (Assembled Testing Use .
Boards)

Figure 3. ESD Costs at Different Froduction Stages (2:Figure 4)

The true costs of ESD failures increases dramatically as the
item passes through the production cycle and is eventually

delivered to the user. The greater user costs can be explained
by the increased man-hours to keep equipment operational, higher
spare parts consumptions, greater demand on the supply system, JN,
and other logistical support costs (2:4, 3:29). Also important

4
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to note are ESD failures which decrease equipment rel abi lit . grd
increase equipment downtime; resulting in higher life cycle
costs. This i s a cr i tical consideration in the Air Force which
re tani ris .many of i ts we apon s>"stems (e.g. , B-52 bomber and
Minuteman miss ile)' well beyond their designed life sp r.

The experi ence of LISC is not unique, man>- other companies
have learned the financial advantages of a strong ESE: control
program. One such company is the Western Electric Company who
conducted their own cost/benefit analysis. Their anal-s

revealed a 2-00"..'Z rate of return on their investment in a stati c
awareness and control program. The portion which could be
attributed to proper handling techniques was 900% (11:32). Thus..
from a financial point of view, a very strong argument can
be made for a strong ESD control program. The next chapter will
examine the relative strength of ESD controls within the Air

Force.

I4.
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Chapter Five

ESD IN THE AIR FORCE

BAC GROUND

The unique demands placed on Air Force equipment dictates

the establishment of an effective Air Force ESD control program.
The uniqueness of these demands becomes apparent in the words of
Mr. William H. Thompson, former ESE, Control Program Monitor,

Ogden Air, Logistics Center, who wrote (15:22):

In a tactical military situation a replacement P'CP
(printed circuit board) may undergo more strenuous
environment of field conditions anywhere in the

world--arctic, desert, jungle--and still survive. It
may be illuminated by radar energy--it mav be stored
near operating heavy electric motors--it may be
stored near radioactive sources. It may be stowed
aboard a ship being degaussed. It may be left on a
pier--a jungle supply point--in a tent on arctic
permafrost. After all these influences it must
arrive capable of functioning as reliably or better
than the component it replaces in the parent

equipment.

Since demands on equipment appear greater in the Air Force than
in private industry, the Air Force's ESE, control program snould

be as good, if not better, than that found in private industry.

Unfortunately, that doesn't appear to be the case.

In the Air Force today there is little more than a
grass-roots effort to control ESE]. For the most part, this
grass-roots effort has been unorganized and ineffective. These
weaknesses are attributable to the lac of a unity of effort
within the Air Force to standardize and enforce ESE, controls. On

a local level, some Air Force units have established relatively'
effective ESD control programs. These small poc ets of success
are due primarily to someone locally (NCOIC, lab chie4,
technician) who has taken a personal interest. Few success

stories can be credited to the involvement of a major command
headquarters or above. Only the Air Force Logistics Command
(AFLC) appears to have taken a more active role in deal ing with
the ESD problem. AFLC's ESE, control program e::ercises control in
acquisition contract documents during depot distribution and
supply functions, and during depot maintenance. AFLC also
ensures that equipment repair procedures contain ESE, precautions

S- I
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" r, i:-, ,nul t be iol owed du_,, 1ng m lr ternarice act, .t all lev e s.
-Ljrtnh.r, one o* -IFL S man, L nct 'ons is to ir.est:.ate h _-r,

t-aiLure rate-: ot electric-;l cco roents t, deter mi !e + I- [ t i h the

Cai L e 114:21j Despite thei accompl isnment it I, Dr. I ro 1 , n c4 '

AFL-C is sti 1l e.periencing problems with im:lemetig e ec e

ESI, control s Lust 1 il e the rest .--+ the Air Force.

T ]he A-ir cr'ce S J I t t IC L11 t I es i r, i mp me t in, ee r ect I

-ortrois are it unl i e the earl , attempts +- pri .-ate IFnntd to
do tne same. To higi- ight tte Ai- For:e , :biems o-

implementing E-I controls, this chapter will + irSt Oisc s. 4 kr

ma ior orobl ems within the Air F orce which hampe- the

estabilishment of effective ESE, controls. Ne t three - a-ce

s.tudies wil 1 be presented to i lustrate the rel 3t ie

etfectiveness of the Air Force s present ESDL control progr am -n0

-he reed for improvement.

F'ROBLEMS IN ES' CFONTkOL

ESE, Awareness

One major probl em is ignorance about ESE,, r esul t ing trom

poor ESE, awareness training at al l levels---headquarters. base
" level , and tecnnical schools. As prevIousl / n oted, one common

thread between the companies with strong ESE, controls is their

reliance on extensive--top to bottom--training. ihe Air Force

has no such comprehensive training program. !bvliOusl y, training

is paramount because Air Force personnel can t fight a probleal

the, now little or nothing about. The l acy of comprehensive E D L

training can be attributed to an number o+ reasons, but thEV all

lead back to one major obstacle-lac of management attention.

Without management attention the resources needed for an

effective training program will never be committed. Howe' er, Altr

Force managers are not entirely to blame. Their ability to malE

3 sound decision about any aspect of ESD is dependent on the

quality of their information.

Management Attention

Management attention in the Air Force towards controll ing

ESE' is lac ing because of competing interests and the lac of

gocd information. Competing interests are reflected in the
"squea y wheel getting the oil" syndrome. Since managers seldom

recognize ESD as a problem, management attention is not given to
ESD. Management's inability to recognize the significance of the

ESE, problem stems from the qual ity of the ESE, information they re

given. For example, ESD is rarely identified as the reason for

failure, thus management doesn't .now to react. This situation

-ex isfs because in the Air Force many component failures are not

evaluated adequately to determine the extent ElSE' contributed to

the failure (14:21: 21:---) . According to Dan Burns (21:--) . Rome

N" Air Development Center, "In cases where in-depth failure analysis

is performed, there has been a definite increase in the

26
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T% 2 5 TO-- 2 -34 er er. El ec tr oir, , ' Pr ,,e dur e

C CI Ci- TC,-1c. E-;,t., El e: trost.ti, [ ii .r e , En _,trol
Pr r am f r the Protect i o t El c t r orr F r t
A Ese m b e- arid Equ' ,mer t.

- -"4 I ,I -HDBE -2:-, ESE, Ccr trol Har, L.,oo For ,Pot cc t , on -,

El -c tr i cal and E Iec tr on , Far t rs- em, ;4 rd
Ecu irr, er, t ' E, ci ud, i rQ Ei ec tr ca 1. Ir, t i .ted E s 1 c-

- F P C-I re r esent s the or. so-ur e of, He adq uar ter s r
F-, rce pa i E a -n E E. Re -pub 1 i shed i r, -cot lbe r 1 -, _ 

* ER F 3 -13
I mpl fttes th t E'c-. , n rol pr:,,cedures cutl red Ir, th e t,, [,0CC
i ret .eE mert' oned aboe should be " . . ncluded i n the

de s i g.r, rr,.ru'.t,-ture , pacP agir,; arid handl i ng, r,d re p a ir prc:. r-

o4 tcr e eI t r .rn i z t ; , - 1ef l Pm k -. : ' . " T h i alI e I s h o r t an al l
,.enicomp E i r, hi hicEr headqua.r ter.- ds i r ect iv.,e wh hich pro, I de ma ion-r

-r,--,., r , mar - ,J th, pa icv gi d e I nes faor sta.l-1 i shmert and

g.,, e r e r t . t i,-r an -,# at r ES' con trol Ip-r opr am.

Ti-i-1 ._,-25 -3:4 pr ov,.i i de s a -.zienear.. fami 1 i .,r i zat i on .I th S[, nd
r, :Iude some EE'-[ ,:or, trol m easures t c pr ever, t comrpor er, t d.amacie
r d pers onnel i r ur ,. Stil I , the -2:34 Ti lacks the ,detail

r,eeoesR r > taor th e es stabI i shmer, t an effec- t i ve a. l I encomp -sS I np
E:.,D control pro gram.

C1:D-T D-,I a6 n ard D-D-HDIk-'t3 do con t a a lo t o-f I.what Is
e r- eded to e stbl i 1 sh effe ct ive ESD c or, tr. ol programs. Si nce their

%"- l:,ub I ,at ion in Ma, . 19.80C, these publ icati ons have become the
:-t.r,,ar d u ,sed b, DOD orga.n i zat ions and pr i vate industr . Ir,
tack t, T0-00 -25-234 refer-ence s these two DOD direct iy.es and -t t.zte

1::7- ' : "These directives take precedence over this te,:hn ical
r ord r . De=p i te the qual i t>' of these DOD di rect i yes and the -234

- *TO establ ishment of their pre-eminence, most base level
c- cc-tr on c repair shc,-,ps do not ha.e copies -ai latl: "e -

S--',:--; 37:--; 38:--: . For those or_.n i z.at i on._s ha y i ng c op i es
% ' " e n ta r c e m e n t o i DO- HDE' BK - 262: i s d i f f i -U 1 t be c au of a k d i s c 1 a ime r

stating 20: i i ) : "This Handbook provides guidelines, not
r, mr, dator ;,' r equ irements, for the es tab) i shmen t and imp) emen t.a t -,n

Sa ar, Electrostatic t. Discharge ( ESD) Control Program i n accordnce
vi th ,OD-iTD- 1,St .. The di scla3timer , coupled ., h the di sEe cf

%" -bou t the effect s of ESE , pr cv i des 1 i t t 1 e i ro en t i e for per c sonne 1
t: mrr,l . ,I th ES, on troIs.

% I t h o ,u b ,l ,e noted, in addition to the fojr pre.ioli 1mer, t ioned directives , there are man> rr,ain ten..n - and oper t ,r,oral

TO h t,jh-i h addre-5 ES sensi t i ve corrponents. H-e',er , these
d irec-: ives: , n t ? r, s pec i fi req.4 uirements .tr=,and do nof provide t-e
fr- fr.amework ior a comprehensi ve ES, -on trol . IPr or am. Fur ther the

cr ed i b, I I t of the se T IDs i s quest i onarble I e be, BIuse r, eeded
precaLutior, s a re not a Iiays i nciorporate d in the TO--
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.:. ~~~T he p roti, em, o f i n cor. po,,r.. t i nQ E SE, p'r oc,-ea,1ur r- z_ i r, T O -..., .=.
r...i _ed in an October 198 4 iEe. _.ae Er, t irOr t n I _t t

He&,-Iqu .r ter-_s St r ;teg ic "'ir. C cmm z.rn d, T h is m e=s .. .ge =z-:-tte d k. I: :-
"As the..e i tern (ES;E ., i t i o.e ,-orpcp,- er, tS .ar e be i r, i dier, t .; .ed

t:,>-' C7, elPc. t the tec~hni l, I d zkt& f- or- 1 ,%, in r l4 ev.eI mL i r irtenir ce i z- r;,:, t

be ing upd..ated to ref Ie ct w h kt rpeq u r-e= EES) D ,con t ro, ." FPr o bIem.=-

.,, i t h iip d at i rg T 0e s , -,r t I nhu e ,  tod._. s . F clr i rn -. r, ce p .jhe r, T1- = 4rp
cha Tge d--the hange S. .r pe rt . '. teceh re I I I r Fe-t . : d
SI u -. t r t I o n oi th i p r ,, I e m i =. . r i n t r .n c e p r o r e du r P E r to
Headua .r d r inter l-tra ed i r the I i r r tmeam.n I i I e t.,ae a t.--E term.

T he k exr ( Ei pnter i s u -ed by fl i n u t c m n be rd de I I I i u n e h

)s 'eot te tecnia da:_tm et, aor ti n letelma rtrPcI o

br updated to reeet wht rrre ES'I ont r- ,r tomr

r pe t..r ,ge t lr i D. l.Jh e e a. I uJa t,_-r s o + t h e I '0 = t '-ZIE E. b e c M,:- e ,:o rC , r r ,n e d; _b u pt t he ke ,, o rd .=  E s _.en-., t ., tF h or su. rr tt _ 'ihe T ; cr;c r e

tc .hadd d.n E'ZD :3ut ich n n; Tche r r, tneo , I n te, .,= to uice tce T1 1r r- r, c, ,d

1 1 strt I n o th a robiem r i nten r c pr cn edrefr7h

.e at.r I t e m u s.ea i.,n .,, o t or c i r a der i , a ri . te-e b o-Trci pr k yb ter -E': ern i t i v i t y h e , a r- nte a re I.,_ z --

c.r e rd and added to the srocedure I-In ar ,.tt l t h te ror, e E oE

:j a maQ I nr,,,_ _spec tS=_ ,, the procedure r.era i r, ed . Nep ther t r,.
ret u . t,r- n r th e TO approving utIc, r t r1e -Ec, r c am;ed th cat t c ' u p
c, omm c r, b r u a h e s a n d c eompres-i ed ir ton - it zed . r T r
e to rereI da n E :Inc g t o E-; -ensi t ve i:omp , r, t S ttoi s t. e F th

ape o u 1 d b e a. o i d e t b h fr i n t pm o n t o , t v, I t h I n t h e H r
Fpr- ,.oho cd an cer t i o. E SpoD p er-dot oturie the mos EELu

p o t h e r. p r o b e m w i t h Tos - te .em i n u r e i C n t r ac t her 5 9 r, a
cm a t r, on s c t u r e r =. t o i d p n t i + to the A i r F r ir-e E'-. D e h = i t Ith C.
tIer prod, ,:ts. Thi prblem, brlung ,..ani tm optrheesr a ir-. -uneon-oI i ' rre.

t,:, t he +our r , m ...,or p:,r oblIems o+ ESE- c or, t r.,, I rr imp,1.7emePr, t..a t,,:,r,,n r
I.,,e I eerpl i ied in the enol sIotiv e. casoms. Mi s e c t

C HE, E 5T _11:, I E'_.

i-..a r.,: r 3. -it

The F-be a o ie g e er, gIr, e hgh per +o r-m.rntc i trr t ,Ird

o ce- 1 c-i tron,, ce r i o r, ents. The F-1,p rc -n Ed e1r- tr ,.a
ut.=Atherr,.s represe n wt 1'74-1'.- s t e fi h l u r- e..) to f c.lnt ra t e r

er,-r t E'S:C, sern, t I , e c omp or, er, t =. Th Ie e rt ,ro e :

r ep:: r e =- e r, t i rig :I ';' - 198 82 t e ,c h r, o 1I~ .' h 9.,.v e anr e =_ t M Z.._ t oe j 71-1 t ,:, :F
per, r, t ESI er, t I t', Des p i t the e- t hr e em e r, se t i n s t ,- t ht

e E, r eu r eT h ti _ p r1 e , a nii t h ohe r,, : ; ue; r e 1 t h

e ' h me r, t ,c, r e r :b r es d u c t i o c on t r am t T h le r, r, e c t h

m . i r, rer,, n p'r' dcedur -- ri ro r po r.-te,-d E,=-. I P.r ec:. ut ,,r,- =, 2 ;
H,,,.e Pr , t ihe s li n t foe 1nr e ,,, h cri rl c-d ,j studies

.f E -E c,:r, t r,, - d 1d n ot i.:I c, u nr, , t c ed.

0r e ,ro)jp. that bec 3Lrr, -a m..,Jsp f- ,jc- D+: F--1. i 1Jr = ,. _ a. thIue
The,-_, r, L .F-i i ,, t, a sin l en e hre rre, F- . ,.her a- b l oade

;ubp tere,s to Ogder, fLC r p rr e n -tru tur techno r, ii c jt ic utr, t o'

e tr i ' c .c t err,i_ ' eespitc- hct I , ,, e ed, r, senr, i t F - I it c th, e
e c, tr EcD a d1 s, r, n e ct.s aered c r, po e nt rem o, 1.1er- rneq u udr inth

.. . .d - cpment or earls.• .•. .product F-on contracts. Thus., none of thm2<;,; '~.:<,Z. ci. ,. tenanoe2 - procedures: .-<, F.:: .'---- no-;rp '.rete .E ',-E'C.-,-' pr-cu on " :-.':' ."-". -' " ",-'.-

th usqen0alr; i hocurdce.o h o

rt tlL' ontrl; dd no go nnotced

%.~.
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51-pport of t reL mod 1fI c at on s On ce t he mod1 f I atIoan s were
completed the electrical Systems were re-instal Ied and
reconnected. When operational check -outs were accompi iShed
+ a IIures oc curred dur ingi sel f testi1ng. Suspecting ESD, the
Planning Engineer for the modificatior informed the p~rime
contractor who, in turn, refused to acknowledge ESE' as the ae
Ct talure. The Planning Engineer, on his own initiative,
instituted ESD control procedures Ifor his operation. Si1gn1-1i ic -,r
improvements were noted 39 :----). Though thim was not a ,ery
sc ient if ic study , i t does point ou~t the probl ems and f ruStra t 1orcElassociated witn 580D control implementation. For the Ogden ALfi
Planning Engineer, the question of F-16 component sensitivit\ i=
slowly being resolved through more scientific methods.

I n December 19863, Marcon i Avi1on Ics L im it ed (A irborne E, r I~rIiDiv ision) , requested Rome Air Elevel opment Center conduct a
failure analysis of devices used ini the F-16 Heads Lip D1isplay
(3C):1 .This Heads Up Display is one of the components earl ier
suIspected by the Ogden ALC Planning Engineer as being ESE'
sensitive (39:--.,. To quote the conclIusi1ons of the =faII lure

analysis report (3C.:2)

The devices failed due to gate ox ide ru~pture5
apparently caLised by electrostatic discharge.
Packaging and handi ing procedures shoukld be reviewed
to identify shortcomings. These devices are
ex tremely ESE, sensitive.

Many of the F-16's maintenance procedukre _ now conta:in E':SIL
precautions, however, there still remain some points to be Ts d .
First , the case of the F-16 is riot Unique. There are other
components in use today that are ESE, Sensitive, without beii,
identified as sensitive. Second, procedures need t-o be
establ ished to challenge the ESE, sensitivity of --omponent,-
WithouLt such procedures the Air Forc is at the (Ter(~ uof the

Lcontractors and manufacturers. Fin--Aly, there is no--thinri chc-4
abo)ut an F- lo. How MLlch money coul d the tir- Forcc navOE sa.ad
the component's sensitivity been establ ished dur inn the F-16
earlIy devel opment and producti1on st ages-

Minun~teman Mi1ssil 1e 13.7-Cornputer

A major misconception is that cidec.-r techriolcci. ctciponient=
are not ESE, sensitive , and if the\y were ESD seni- it i ye, the T id:,

WOUld identify them as such. This is niot necec-aril., tru& 9s
s een in the case of toe D37 computer.

The [i---7 computer IS Used in the iner-ti_, o'';dance C.t the-
~~Minuteman II and III mis5siles. In 17(5 4, .n an sttempt to Jut t.

ESD control costs, the --Area handling the F137 comp ,ter was
surv~e'e by the Aerospac ui d nceind Mtr1 etr
E1-11 Lontrul Tasl Group . A random sampl1e c-t I', 5 f r'iid ctejitr

circ uits (IC- were selected for i. d-epth failure i 1: .

ri.r ,ev r F-h i Ci e Sd m g . A d c1 1o -a h- _ c

Ise
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ShI el ec td for + urth rr estei rtr . the Fe i

Freimpl ,,en . ['at 'u's Da a-c-u .muIated CF the Fe d FremrK er

term- o+ number uised and the r,uer , [3 ,ptr m b f C

II .Fi • - produced. The dt c, ectcr pen , erit trt I c' f n -

*.mId ''.:. ,.2C,:--'. The rehui t tr, , in e=-t, t r 'gere tr eta

dur i ;r 1 ' t- I .t asi stance r , ) pd ur ir, ,:I i t
t t -Ete1 t h-t 1 2-,:--

s nper, t 1 1 5, .1 C r, 1n E 74 or, '? mem.r

preampi i er.s tc' pr-od c e E,37 comp uter-, ie r,=.e .eF
a -L. reduction in or ders tor thi p.rtic:] ;r ,:tI ,F p

C,.'er th-he past 2 .ear5 i.h,-ch equate to rn r, nrual
av r f g s or t hi p ar t a Ione c -I I 1j05 4 7" - r t

Ircluded in th is S e stim ate the C,37 cormputer tt--t end:

repa i r ,osts , M i ri, Ut em a.n I I system t e =t .r, d r e , i r
c t .t ar, d s::.s tem sh i p ip ir, -osts toc, .r d f r he, te
+ i cl d of sys-tems a I i rp p remrr ature > due t-D E'

r P I a t ed .caus s-

i spen t 12,973 to e t al i sh ESC., c ,:, r, r r,
, Computer a.r ea; mo-stl a. one t ime expene. The i r repor ted E' n_

to i r,,estm errnt r a t i c was 4 to 1 (2.-,:--) . Th i = i. i r ei ar aLl e
cns a d er i n c t h i a s-Ayk i n qs i s due to the ESC, pr ot e ct i on of c. sc

ic. i: ,rur er, tI:, uses sever al tlhousadr, .: a, mos,,--_t ,qwI th
-cr i t i . i t i-. . . s = i m I 1ar to the Read Preampl1if i e . Fur then r th. -

compuiter ...lasr,' t the on I area. AiMC: i rc s t i pa ted HLI-1 : so
in,,5t igited a. probi err, ,.o i th the B-52 bomber na, oat i or r, t r.

B-52 Na, ioati or Sys tem

An e w tr. ei, eme h i h + a I ure ra te wa.=_ repor ted for the
rceelroieter Restor ing Ampl i fier" (ARP) used -,n the F.,-52

rayv i gat i or, s ste,. Djr i rg the mT i d 1 '7pri Cs the ioFH h .d rc,
s e i t l y e c I rcu i ts Over, the n e x t sever 1l re, c hg-e- i r

de.Si. gr re.=.ul ted i r these c ircu i t. s be i ng E : --er i t i, e. ['ur r,

1933 and earl 1964 i;GMC techn i ci ans st.arted t, comp I a i n t-t

ser. i ceabi e A R .Aj.-.ould fail 1 I when instal led :,n an acc-el er,-me ter.
Or, . one i n thr.ee ARA=. wou I d wor . I n Oc t,-,, re r 1 4 , E'i:, con tr -

e re P nst i tu ted. Dr amat i c r e su I ts 'ere o-s-er, y ' --

"f ter imp 1 emen tat i on of ES--C co, ntrol s the tchn r i n S
repr ted usinr; .ppr.-,Ix imate I ,-r

. n ARA per acc el ercDrreter. For
the ir ..eforts, AGMC enjoy ed an ann ual s. '-. cf i1i _  in,
m a i n t e anc_- c - cs t m.rr. n tours on . on an i rye. s tin er, t -, 5 542
,:27: -- , . n s t.:ng was al so en.jo ed bec-ku se o f. he reduc.t I I r,

Sparts demands 123--. Eventual l.I, a i led APE w.,..ere sert +o

deta i led a.n,l . , dur in g t.wh ich i t was -er + h eH the HRH=_ L rn

i rdeed EE:C) ser, s i t i ye v 27:--

T he po int of th is a. se 5tu is th at assurr, p t ions abo ut E-I'

ser i t , t , r, n e ,:,c r 4c . Just b ecc.iuae _- p, r p tic .r , -.nc mp:',er, t
has been in t e F'i r o-rce i n y enr t o r rr, -n.. ,e r , es n mer

the componer, t i =S nct ESC, _ensE it i.e. Further, *h ,
h i hl Iglhts the nece-s t.. otD pr op-er 1'. der f. i; r, 1 EF'

aer. it ye ccmpoctr, er, t used b the Air Fcr-e

-N.
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The preceding case studies are not isol ated inc idents.

- Ina vsis conducted by the Air Logistics Center in r-an AntcrF, ir.

Te ,as, showed that annual support costs can ce re-Lnce. O .-' K'

percent through the implementation o ESD, contrrJl - Tr senslti.

components. In dol I ars and cents, a 20 percent rteCJtct ion if-
Eupport costs represents a savincgs of $4.1 fo)l icn vyear ,iir

Lo.qistics Center (24,--)

The pUrPocSE of this, and the previous + ot- cur apt Or?-_-

-now the significance of the ES[, problem and hov- poor-) 1 the u -

For-e is deal ing with it. The new t chapter wii recommcd wrt

the Air Force must do to establish an e~fective ESD control

*r -r" r r m.

5. °-
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Tl-~ merseanb', cs n t -i For-tce did rnot hv
c im t-e e n s F c, oroci r, 4m t o c o nt r - l E S D' re zn L t i in the

nncsr e'. perditulre of mil 1 0n's Of d,- are. Further i it ja

ID 01 Mt ed Du t t ht a t tempt S t o e st ab Ii s a n e+ + cct ivE: ir ForceEL
cnr'pr ogcram hV-sie neen hampered by a f ai1ur-e o+ senior

eii ir-Ehr 10 to rEcoqn iz7e the si snif*icanc- o4' the probl em a-nd a
511 or~most gras_-root s operat ions to inritiate and repot

~ c lecoUnterTieac( r-eE. In SUPPOr-t of these& :etatement 5 tthFe
smrces and E,; it 3 o+ E5EI Sn i ts Imcs-3k.t onc es .:- I P

L -omTpon et s wer r' desc r i b ec Thev 2. per iences ofto t i ndus'-
were- 'hen simm.ar ized and trc cost of ES' i- _ or-, on' v cci e w ed.
Ne A , proc-bi ems in the 7 ir Force' ESE, control ulrogram vwereT

di sr:vssed , to inc]lude three case ;tIZ18 4atucale E8E'S d Amage- to
Aiir Force components. This i inal c-hapter tal es a, l a t the

dirings5 d Iscussed in, th is report .3nd pccmm nrmenain st
what Tui~t 08 cone to e++ectively con t rl E.. in the Air Force-.

F I N D IN3

M~,any Air oreelectrical coiiionentr_- a--re :_ ensitive to ES-11D.
t-e trend in it icroel ect r(,n ic 5 ontirues, tn's numi~ber of EEL'
Lit i . e c omp onent s w i I orn I , n -c re ae . t rtur-"L.na-ite E? , t:he & 1 r

Force has not ept pace : with the FUSE threat caus:ed b,/ the
ad4vances in technol ogy , and no cirprhns~e - .-orse orogrim

'ists which ef fect i .el rontro] F i F h:r-hr , theIn adIca
con tr olIs h as resuL[t ed i n Lin nec ss:ar cst ir h i os o

dr'l ars and a4 decrease in comp)onent r-?l i a bil1 ity.

The o 1r F or ce iS CUr ren t 1 y TA i nc a con)certed 7e+fort tc
gL nE-.-v e r es o ur ce. ESE, control ; c -mn4 in i ficrantl, contribute to

thia e ff ort by reJUC ir'q the demand +for r eplIacement o-arts and.-
rel ated cost .Urfortun-Atel y , the threat of ESE, i - not readi
rercogn zedi b dIr For- cc personnel . ) 7e Er as : E Li , b,

r-, atir e 1 i di ff i to t t for- th-, in in t rinec _i untrained to
apprec1it e. h IS C ~i rt via s w e1 I M dE, ds~ L K I 0 F, 79 E Ci [El'
S)ymposiom 1:2.

o te Lin ini1t i :t ed it in m&aqi c a ni it E-i ettct S ca-In
ceem 1 i e P r h w C)r o f t he a's i,1 t o mna r, i rrmr-t 1 a que d

with sinrel i bl e produ(ct" Ir lO \. liei d -A The
problem isc general i-ed int,-ngqi hlIe, -And l

pervasi1ve.

,2'



The i4ir Force need; a comprehensive ESD con trol program and
ESE, awareness training is a good w.a. to st.a;r-t. Awv),arenes -s
tr.ainrinQ would include the most senior Air Force leadership arid
,.,orkI ts way down to the young airmen in techni cal school.
Once people are convinced of ES D' s impact , the deve opmer, t ar,.d
implementati on of an effective Air. Force wide ESD control pror- .I
will be easy.

RECOMMENDAT I ONS

An office of primary responsibi 1 i ty (OPR) or ESD control
shouI d be establ ished within Headquar. ters USAF. The
establishment of such an OPR would serve to minimize the impact
of ESD on electronic component reliability, operational
effectiveness, and 1 i fe c.-cle costs by prov iding central i zed
contr l of an Ai r- For-ce wi de probl em. This off ice .Jould I be

%: manned by experienced ESD special i sts whose sole duty is
responsibilityv for the development, implementation, and over=iht
of the Air Force ESD control program. An Air- Force of+ce of ESD
would also:

1 . Appoint AGilC: as the Air Force ESD Techncloc,.'. Center.
Such a center would serve as the Air Force focal point
-for ESD expertise and prcvide assistance to the major
commands as requested.

2. Ensure the development and documentation of detailed
handl ing procedures in appropriate Air Force technica l

A-. orders and regulations.

3 , Develop a system of identifying, evaluating and
reporting of lower rel iabi 1 i ty, lower operational
effectiveness , higher failure rates, and increased
system life cycle cost due to damage of electronic
subsystems -and equipment by ESD.

4. Direct the tracking of failure rates of suspect
electronic components. If data dictates, direct ESD
simulation testing and request in depth failure an.l'., .

,4' of suspect components for ESD sens i ti ,.,it..'.

5, Dev,.elop arid kep current a se t of eneral ho.kl

ma.lfunction codes relating to ESD failures to assi t in
the development of a data base for con t i nued anal t is Of
ESD in the Air Force.

6. Iork w i th supp I i er s to encour age the deve I opmen t and u e
of i mproved protec t i ve c i rcu i try or p r t s- supp 1 I e d

One of the first go.-al s of this Air Force office of ESC, wuld
be to make senior Air Force leadership aware of the problem- :=
ESD, so as to obtain funding and support for the Air Force EE[E'
control program.

:34
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" '" ~~~The i r n e st
f

e p i1ou Ij d b e tom p iub i sh a- , Ht i r F r ,:e r eg- I -i. o r,

P., 1r t'' di no the rn a jo r c on'ria n d , s po ) t-,: g ,u i de I i n e S. fo r t he
~~~~i m p I e me n t at i onr an r m ra na ge me n t o, t he i: i r Fo,,r c e E 'S C' ccor, t r o

p:ri:ogr am, s imrilI r t o "'FlP 0 6 -.- ; 3 w .h , ch p ,r,:,i. - , de- =_ g u : d e Inine- =_ tor t e

A i r For ce For e i crn Ob ie ct Damacie FL'I), p r P-,en 1- -D:r, p rogr am .
Pit tac h ed , 'S ee App er, d ... i s= .a p r o p:,,: _ e d-A i r F c. r e E:,' re :iu a t ,_r.
Th is r e gu Ia i or, in clIude s

I' The ES=;-: control p:,r og z..m ,--, b je ct , ._ ._ar,,::l P.,C I el -

... , References for ESE,'c in tr o Ip'r o :ir Bm i rmp Iemrr, t at ioc,.

1)--. e: +e i n i t i on of t erms.

. 4. Background ,of ESD and concepts of conI~trol

5. Rqe sp or, si bi 1 i t i es of the Ai r Staff 1:,- h 'e mr a jc, r
""" commands.

A?.
'.4"

p T h e n t he .=. s i t, of a A i r por c E S D r e gfu I a t tr h a s e e r,re ognnZed by man y Air Force pernt sonnel. Ii n r Forc rElaB 1;,a,_-- Itittr

addressed to the HO SAC Inspector General, Br ipgr ier Gene r the

. "George L. Butler, the HO SAC Deputy Chief of Staff "'Plars, rl;, or
Genera.l James P. McCarthy'-, stated (29.--):

... to be totally effective, it is imperative the isr
Force ful i-,o recognize the need for _er t itorpro

t gu i dance in the form of an AF regulation [o -n E-'_ re for
Th uwhich MAJCOMs can tailor their respecti,ce lurgrad

J . , through MA,]COM suppl emen t.

".V

Such .T ESD regulation has een twice dr nted and submitted

- to the Air Staff ,'22:--; 25:--). The -first time k%,,s ir, the earl.

-Jl1980"s by- Mr.. WilIliam H. Thompson, former Ogden, i L'_ EIS[, Cortr,lMor itor, A moereecent recommendation was made n September

198-, bY Captain Jeffrey M. Cukr, Electronics and Computer

Resources Branch , Headquarters AFLC. Captain Cukr s
r 4ecomen dation is sti E1 under consideraton. Both proposal

5 Rpprooiiided the basis for the proposed Air Force Ed regulatior

located in this iapers appe dix

reco Given seniory Air Force leadership continues to doubt the

val Id Lty ofBtle the HO SAC de necesst', of a comprehori=i"e
ESD control pr.ogram, an ESD (el i:abili t> impact stud. should be
i rini tiated . This study fould collect field r ep ir act )i ti r .1 tv

and perform failure analysis tethe mpact of ES, or
o gu a i r Force component costs and rFeliatIt ty. Such a c fo ,I r ,o
data should prove the necessi t of an effective Pr Force Eim'

.. :.control program. In May of 19se .z: such a =ltudm nvas propot.ecl t.. -,
A-sociates Rome, Ne York (32:- The p ropo a I wE ,the r e

Mo I tVelY evaluated and recommended for mp leme, i etor to
R caHeadquarters AFLC as well as specific logsti center .
A though rot funded, the proposal generated ESD thouht i, the
ALCs and indeed, some action (21:--)

-- :5iiortd
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Ini summar ,, the purpose of this pacer was to document *ii-.

*F~ E. t~e _ rmE , a rca-se f or i mp I emerta:t i on of a compreh-ens 1v Ha ~ir
Force ESE, control program- As d iscusi;sed , ESE, is- the d i sch ar-4 -)4
st:At I,- e) ectr icit,, wnich . even at rel at ively .1.Iow vol tageS, Car
-i amc qe a p Qrto, imatel y, 6C percent of the el ectron ic component:-
Or,o L(-e d tod ay. I n total IIYtncortrol l ed envi 1ronment s, worsz-t C:s

-,It Cou G LIC imimob i ize virtUal I i, any and al 1 el ectro,:nic. system.
-iteindustry, s initial response to ESEwa the implementaFtion

aailcontrclm- +or ESE, sensitiie components_. Howe, Pr ,these
C? ear a t temp ts toc implIemen t ef +ecti ve c on t rolIs wer e h ampQered bLv

* tne of 0 personnel awareness andinderstand i ng of ESDL, and thie
**1 a of evidence proving ESE,- negative effects. Line company,.

1:,-,e LC h ,eed M issil es an d Sp ac e Comp any v'LMSC ev en t u alIy
*n.ercarne the problems of implementation and rreal ized a co-st

-a . 1ings i n t he m i I1 1 in s of d ol 1 ars. The ear I orobl ems
*'nc- intered bY, private industry- are simil1ar to the -Air Force F,
c-Urt-rnt problIems wi1th rem ard t o i mpl1ementi1ng etffec ti1ve E£50

The 1ir Focrc e ha s a var iet , of 1implIement ati1on prob IEams ; most
t tri1but able to t he Ilacyc of awareness and Unders-ztandi ng of E'OL D

, ir -rc personnel .Further * the 1lack of hard ev idence has:
-indered efforts to convince senior Air Force leariership to
*.iT~nmt the needed resources to establ ish a comprehensive ESE,
:nrtrol program. review of ca-e stud 1cm i 1I ustrated the
11Ettectivenes=s of the Air Force s current ESDi control efforts.
i:cordinq to an anal sis conducted by,. the San A~ntonio ALC. a

savings of 14 .1 mill ion/year/AL.C can be real ized through theimol:-mentation of effective ESE, controls.

Convincing -enior Air Force leadership of the benefits of
*_- E2 on-trols5 should be the necessary first step toward the

implementatioin of a comprehensive Air Force ESE." control p:rogram.
Ne;vt , a Headquarters Air Force OFR for ESDi control shoul d be
establ ished. Su~ch an office wo~tld =erve to minimize the impact
of Eli1' on electronic component reliabi ity, operational

6. effectiveness, and life cycle costs by providing centralized
control of an Air Force wide ESE, control program. Addi1t ional I
implementation of this program would be done, in part, by

FULbl irning an Air Force regulation for ESE, control . This
re-gul At Ion woul d provide the major commands po1 icy guidel ines for

* t-eestabl ishment and implementation of the Air Force ESE, control
p rog r amr. The above recommendations are not all inclusive, there
are many others. However, failure to ta : an,/ actions toward the
ir1 ,lermentatior of an effective Air Force ESE' control program, is
in contradiction with the basic doctrine of the Air Force.

AFM 1-19 Pasic_ Aerospace Doctrine of the LUnited Sta=tes t-Ar
FoDrce-, states (17 :4--9)

The capabil ity to win tomcorrows war demands that the
* Air Force research and development etforts must not
*onl Y e>fl oit new technol og ies , they must- als -Opu~sh
*the l imni tsz of t echnol ogy to di1scovery a-

* hrea through.
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This statement describes a service which is at the cuttinq
edge of technology---a service who sets the example for private

industry and the other services. Unfortunately, the Air Force's
attempts to control ESD is far from representative of a service
who is at the cutting edge of technology; much less one who is
prepared to "exploit new technologies." Clearly, the Air Force
can ill afford not to keep pace with changes in technology. Now
is the time for new initiatives to counter the ESD threat so as
to ensure the effectiveness of present and future Air Force
systems. Within the Air Force, an urgent need exists for the
implementation of a comprehensive ESD control program.
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Headquarters US Air Force I

Washington DIC 2X.)330 (date)

Equipment Maintenance, Engineering, and Supply

2 ELECTROSTATIC [DISCHARGE CONTROL PR~OGRAM

This regulation provides major commands (MA.JCOM) policy for
implementing and managing the Air Force electrostatic discharge
(ESEI) control program to control damage to sensitive Air Force
electronic systems, Subsystems, and equipment. ESE1 control
begins with the design of new electronic equipment, continue:--
through manufacture, assembly, and inventory, and remains in

* ~~l ace throughout the 1life of the equipment, at all level s of
distribution, maintenance and operations.

F'arag r Aph
F-Urpose............................................................... 1
Pol icy...............................................................
References.............................................................)
Terms Explained...................................................... 4
Background..................................
General Concepts of ESD Control.................................... 6
Responsibilities Assigned........................................... 7

1. Purpose. This regulation establishes policy to minimize the
impact of ESD on electronic equipment reliability, operational
effectiveness, and life cycle costs.

2. Policy. An effective Air Force ESE, control progjram will be
impl emented IAW MIL-STEI-129, DOED-STEI-1686, E'OE-HEU.i.-263 and
TO (-W)--25-234. This po1licy appl ies to all organizations
acquiring, distributing, maintaining, testing, operating, and
managing ESE, sensitive (ESDS) items. Each MAICOM will assign an
OFR to establish command policies for the implementation of ESPI
controls (supplement required).r
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3j References:

In DOD-STE,--Id63b E Iec-t ro t t 1 7 Eii scrci - Fritr~ r a 11,ra
ifor, Protect ion of Electrical a:nd El e c tr Ic F -n s e~t ec mC
E l ,rl pi in1, Electrical] A ,j gEt kEjjuding. 1it it D ~ E ie

C . DO0D-HODP -2 El ect-rostAt ic Discna~rqe Controul Handrcc c
for Protection ofElectrical Parts, z;:embl ie a~id EIiTa
E ,c Iuding El ectricallIy Initiated E.,pl osiv Devcc

* .TO 00U-25-224 (Sect ion VIl. G ener-al S h (-: racic
* hequiementator theRep Maintenance, and Tec:C Elcron

* EqLLpntt__E Iec trost at 1c Lii sc h arge C on trolI

4.Terms Explained.

a~~ El ectrostatic Discharge kETEu .A d de-~ ut i e t rannI e r
ofelectr-ostatic charn between oisa cfrereeto~i

potentials, either by direct contact or indu(ced b,~ anI

el ectrostat ic filel d

b ESE, Senvsitive (LS)Items. Electric-al ,F CIrc i

parts, assembl ies and equlipment that are sensiti,.e to ESLI
Vol tages. Cl asses of sensit 1ivitv rc- dcI =Cscs:,ed iLC-'TI-1 3
and DiOL--HDBd--2

c. E S P rotective Fack-aginq. Pa c a qin c -withf '- D3 rott t Ac

ma ter ia Is t o prevent ESLI damaqe to EEL'S item:.

d . F'rotEu -t i ye H andl1i ng. Handling ot ES[.ic- t ems; in a maarricr

to prevent damage from EEL'.

e. Frotected Areas. An area which is iccrctructed and
equipped with the necessary EE' protective materials and
equipment to m-Aintain EE, voltages below ihe otcti'~l~~a
EES components handled therein.

f ESD Protective Material. Material capaule of one or
more of the following: limiting the generation of- static
elEctricity, rapidly dissipating electrostatic charges o'.er itE,
surf-ace or volume, or providing shielding rom EE' spark
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ZI ch arq e c 't rL' st at i' t: & eIds. E x:mple t, matePr aa rIFcl'iu
or nz-ed ai 1r blIo t,e r s el c t roDs t zt pc zu r. meter-r s, per ;c'nriel kiF

tra ,. per crran a. .pp rel P Qr Ourded Ic-i -7-r i rqz i ro;, r ?r;'J t et
p-e qu ip mer, t , 1 rd c: c'n d : t i ye tab I e t op as i I or s + I cor m 3 t ip SF0

Ft Co I SC. eSt C z- Oe r IP

5.Background.

Recenrt tec hrc'lc' :g icl a. dv-anjes In cM ecr-trD:ni cs h a'.
F eu 1i t ed i n i nc:r e aser-d Fe ns: t iv i t - t o d a mace b. EEL. Th e

4; ~~o ns=tr ucrt icri nd de si qrn tea tu rer; o cu rr e nt ri c rc'eh n o I l'
r e su 1 t ed i n c ompone n ts t ha9t c an be de s t ro.ed or d-,:cPed tb EEL-:

vol t='4 .t o"a;2vc1 t. Tne- sensi t i 't to t hee cm pcrePFta
maizkes then e t rrm el vulInerablIe t o elIecr ta C ~ Pc ae

cc'm mc'nl cne ra=ktePd K10 C- 3500 vol- ts) in el c tron c, r h ar, l:

b.Fr ct ec t icr, o+ EcELS c c'mp- onet a car tae pr d Pe d + r riq

th implIementa=t tIOn o+ r ela ,t -el l Io v c o st ESL con rt r o I. T re
cit heseco.-.n t rolD; ha re sul1 t ed InF hi qh r ep a ir :ot P cs e

e~ r, pie n t doj.-n tijme , and has reduced m Is ;:o n e#1e ri'e nc bec- -
U ce pt ItIle .:comrponenr-rts aire be i nqc4- dam.e dir in ai remb I
n =pec:t icon , h-.ndlI i n, p ac kaEg ing, Esh ip p in c, s-toDr aqe, Instl BI

;'e a-kn d mai n tePna nc:e th ro u qhcoiut t he C-omip one nt =- li teccl.

*Thi a regula aton estab]i s ;heP an EEL c onrt rol. p ro:gr am t:
m i i r i mn e the e e fc t s of d amaq e by, EE. T he r a- 1 at i ye 1 ', mod a

pou t 1 a., of c ap it a 1 i n y es tine n t c an be amror t i z e d v, t rh i rn the +* r
tC'A mon-,r ths of oper at i on, thr ough the say in; Ctg p arts t hat 0il
hav other-i se been desBt roy,,ed.

t. General Concept of ESD Control.

3 . EEL 'S par ts and assemb i es are most vlInerazbl e when, the
z.r e beP-i rnq h an ,dIe d d ur i n' a ss ein b I d i sassemi , inS Pec o,tet
r ep ai r, cean i nQ , packag i rg, and tr an spor t i n Q

L. EEL pro't ec:t i on, c an be aff+or ded b,- t he -C OM bIi nt: or 0 4 n+
Q eer aIi me an s: EEL prot e ct i y e h and 1 i n Q a nd K EEL pro cc t
a;r eP

1~ EEL C po t e ct iv-)e h .,n d I n'; i rI yes p e rsonnrelI
al-)a r en eas the EEL) pr obl ems and inplIementat iC.-n o-f the neceasar
EEL, pr ec au t i on -ar p r ccedu1,r e s o ut I i n ed i n 1.c,)e r r, rg d ir et.
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4 -orrp,-rier ts r ba be handi ed cuts ii-e c- the i r ESD pr-otect y.e v
- a .3.Q ni g ' ,i thou t expo.sure to vol t-.age-s above the i r sen -i t f t v t y

c . The p ro--vis-ions ot D D--;TD-1 6 6 can be ta. i ored toc, matc-h
the reau i remern ts -For new or mod i i ed i cc tron i c s-y stems and
•ubsystems. The Statement o+ MAork attec-ts the +:,o 1 lowi n,_ i ncon t - ac tual doc ume n ts

1 1) The cc n t ra ac t or. h a. 1 imp I eme nr t an E _-;S) c or, t r ol
program to pr-otect electronic parts, assembliel and equipment.
and during design, development, manuijactur e , a. semb lI;, test,
inspection, packa.gi rig, and shipment.

(2.. ESD s-ens i t i vi t> sha 1 1 be a des. i gn cons i der -at or -,

the erd i temi wi I ) unction wi thin the operational environment-
in ter ded

h:) the contractor sh..kl i dent i fy rntr k , an d :+ . -i

the ESD sensi t i ye cornponen ts an d assemb I i es in de= i -n , -r,
en r e-n , _ i no dr aw.i ngs, and in the technic-al data.

4) The c on t r ac t or sha 1 1 de ve I op and docume n t je t i 1 e d
handIi n9  procedures -for the ESDS components in the appr,:,pr I Rte
operating and maintenance TOs,

(5) The con trac tor sha 1 ma.r.k the ESDE- componen t E dc,,r)
to the printed circui t board level and equipment en:los5ure- ,.uith

7< the HIL-'-TD-129 sensitive electronic device s-ymTrbol. Equ ipmer, t
enc 1 osure covers, doors, or drawers shal l alI1so be marked iii th , the
MI L-STD-1 27';' sYibol and wi th caution decal s re err i ng to spectuc
TOs, thus providing necessary guidance.

. ,) The con tr actor shal protec t e:: tern al e qu i pier, tcabi net terminals.. test points, and cable ,conrnectors i%11 t -h

Saiprpr i ate ESD protect i ye shunts, caps and covers . .p Er - p i.r t -
and assemblies that are ESD sensitive will be pqclaged in ESC,

JI" !proc, tective packaging and mar. ked w i th MI L-STC- 12'; srymbl I ar,d
Iprecautionary notice.
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d. ESEI protection shall also be extended to au~tomatic data
-processing equipment (AEIFE) .The ESE, control Measures should bc:

provided to minimiZe the adverse effects of ESE, in the operatiurn
and maintenance of ADPE. The following control measutres should
be considered.

(1) The grounding of cabinets, operator terminals,
tape drives, memory disk enclosures to minimize perturbati Dn= Fd
component failures from operation personnel generated static

-r' electricity. The use of grounded conductive floor mats anid rcopic-
antistat sprayed on carpeted floor should also be considered.

()Maintenance personnel shall1 wear approved crrent
limiting wrist straps connected to the grounded cabinets, when
changing circubit boards, and testing for failed components.
Cabinet doors shall be mark:ed with the MIL--STEI-12-9 ESE, symbol and
appropriate caution statements to turn off power and to tare
necessary ESE: protective measures prior to opening the cabiniets.

(3) Provisions shall be taken for ESE, protective,
paci aging and caution labels for ESDS replacement parts for 'FE.

(4) Provide training for ADFE operating 3nd

maintenance personnel to minimize the impact of ESE, on t )

rel iabi1l ity of AC'F equipment.

7. Responsibilities Assigned:

a.HO USAF/LEY. HO USAF/LEY will:

(1) Assign a headqUarters 3VF-, or the 1ir Fcrre t
Control P-ogram.

(2) Establ ish ESE, control program p01 icv and ~c e'
overall d irect ion and gu idance by ma inta inir,-_ -And LIpdat 1rwl t'-
regulation. '

(3) 1ImplIement an A ir f orce E &i c -r t r or oqrar (a-
will provide ES[, protect ion + or 41 1 i 4r i or e, s ;;fRm; lor i --
des ign , manufiacture, assemblIy , operat iors, :-d rniera---e
all levels.

4 Maintain And di~tr ibute 4 1 *t -4

r -tc ir-terc; FI-- [ points o-j rao-.tA s

% V
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(5) Implement a cross-tell program to give ESD data
and program information to other MAJCOMs.

(6) Frovide HO USAF/IG with inspection checklists to
verify the MAICOM's compliance with the provisions of this
regulation. Provide guidance to correct any identified
deficiencies.

(7) Direct the development and use of a set of general
''how malfunction" codes relating to ESD failures for use with the
Maintenance Data Collection system.

(8) Develop a system of identifying, evaluation and
reporting of lower reliability, lower operational effectiveness,
higher failure rates, and increased system life cycle cost due to
ESE, damage of electronic subsystems and equipment.

b. Responsibilities of the MAJCOMs:

(1) Assign a headquarters OFR responsible for the
development of command policy to implement this regulation.

(2) Publish a supplement to this regulation detailing
command policy for the implementation and management of an ESD
c7 ontrol program.

(3) Mandate ESD training for all personnel who handle
FSUL sensitive components and anyone entering ESD control areas
such as orderly room personnel, visitors and building

custodians) . Management personnel must also be trained to ensure
implementation and support of an effective ESD control program.

(4) Establ ish procedures for unit personnel to
challenge the ESD sensitivity, or, insensitivity, of electronic
components.

(5) Track failure rates of suspect electrical
components and, if data dictates, request analysis for ESD
sensitivity.

(6) Coordinate with the Air Force ESD Technology

Center for ESD Failure analyses, failure assessments, failure
%.'z rate stLdies, and cost benefit analyses.

- .-
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(7) Serve as a clearing house within the command for
ESE, information. Implement a cross-tell program to give ESE, data

and information to other units within the command.

(6) Provide command inspectors with ESD checklists to
verify compliance with this regulation and command supplement.
Provide guidance to correct any identified deficiencies.

c. Air Force Logistics Command (AFLC). AFLC will also:

(1) In addition to the headquarters OPR, appoint an
OPR at the Aerospace Guidance and Metrology Center (AGMC) , and
each Air Logistics Center (ALC).

(2) Resolve problems of ESOS items currently in Air
Force inventories not identified as ESOS. Verify accuracy of the
list of Air Force items presently identified as ESDS.

(3) Establish an Air Force ESE Technology Center which
• will:1 :

(a) Act as the Air Force focal point for ESDI

expertise.

(b) Assist, when requested, organizations in
conducting ESD failure analyses, failure assessments, failure
rate studies, and cost benefit analysis.

(c) Assist policy making organizations with
technical evaluations and solutions for ESE control programs.

(d) Provide sources of ESD training materials,
technical information and proper ESD control equipment to all
requesting MAJCOMs and separate operating agencies.

(e) Provide information to keep TO (C-2)- 234,
Section VII, and other appropriate publications current.

(f) Develop evaluation techniques for use by ESD
control program monitors to evaluate the effectiveness of their

ESE, control program.

(g) Coordinate with Air Force Systems Command in
developing improved ESD protective handling procedures,

equipment, and packaging.
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(4) Provide recommnenda tions to Air Tr.ainirg Command %
f.ATC', on the ESD control training to b-e incorporatedl in TC:
con troll!ed courses.

(5) For al1 ES--DS iterns and ,-orrponents_., ensure
pur,ha-si nq and contracting organizations spe,-i+>. in contr.act-s,

de1 iver.> orders, purchase ordcers ', etc, the requirements of .'
MIL-STD-12'..' DOD-HDBK-26:3 and DOD-STD-1,686."

'::6: [,-.hen no existingj test daJta is availab:le, direct

,contractors to test item ESD sensitivity and pro,..ide test data tn,
the acq,:uir-ing activity, as specified ir, DOD-ST[:-1._',86 .:

(7) U~pdate spec i +ic produc t TOs and en, i neer i nc
,Ir. t,.) ngs. vwi th appropr i ate warn i -r ,- not i ces, 'nd I n truc t I on-
when ar, ,unacceptable level of system rel iab-il ity due to

in=-ufficient ESD controls is experienced on those items.

d. Air Force Systems Commarid (AFSC). AFSC will al"so,:

( ) En.s=ure the design, development arid pr.oducti,:,n ,-,+
all new electronic systems anid equipment have a comprehensive E.SD:
control program IAW~ D:OD-STD-1686.

(2) Direct contractors to do ESD sensitivity testing
on items_, provided no data is available, and provide test datz: to
the .acquiring activi ty IAW DOD-STD-I686.

(3::, Develop, with assistance from the operating and
support commands., the ESD control measures for use by all Air
Force personnel who, deal wi th ES-=DS i terns.

(.4) For all ESD items-, and sensiti,,e components, ensure
purchasing and contracting organizations sp!:ecify" in contracts,
deli ver>, orders. purchase orders, etc, the requirements of
MIL-STD-129, DOD-HDBK-263, and DOD-STD-1686.

(5) Develop ESD control design ,criteria and
comrponent/circuit protection methods to minimize the effects_- of

4%°

ESD
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____________CONTINUED________

e. Operating Commands. Operating Commands wil1:

I) Ensure ESD control policies and procedures are
implemented in organizational and intermediate maintenance levels
and distribution (supply) organizations.

(2) Assist AFLC in determining and supporting ESD
control requirements.

(3) Provide inputs to ATC as to what ESD control
training should be incorporated into ATC courses.

(4) For all ESD items and sensitive components, ensure
purchasing and contracting organizations specify in contracts,
del ivery orders, purchase orders, etc, the requirements of
MIL-STD-129, DOD-HDBK-263, and DOD-STD-1686.

f. Air Training Command (ATC). ATC will ensure principle-
and procedures for ESD controls are incorporated in all
appropriate Air Force training courses. Inputs for appropriate
course material will be obtained from AFLC and Operational
Commands.

will: Air Force Test and Evaluation Center 
(AFTEC). AFTEC

(1) Develop methods, policies, and procedures for
evaluating ESD control during OT&E of electronic systems and
equ i pmen t.

(2) Provide ATC with OT&E philosophy, policy, and
experiences relating to ESD control to enhance the quality of
ATC's ESD control training programs and courses.

BY ORDER OF THE SECRETARY OF THE AIR FORCE

OFFICIAL LARRY D. WELCH, General , USAF
Chief of Staff

NORMAiD G. LEZY, Colonel , USAF
Director of Administration
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